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Abstract

Energy storage is the key for the effective intdgraof the upcoming stochastic renewable energgtesgs with the
electricity grid and accelerating the adoption lefcic vehicles. In order to meet the emissiogéss in 2030, the Indian
electricity and transportation sectors require 5Q®Wh of lithium battery based energy storage @u#it20-30. With the
present advancements in the technologies of LitHmmbattery, the transformation involving US$ 1%00 billion,
requires ~330 kilotons of lithium, policy decisiomns favor of investments in battery research, mamssufacturing
capabilities, foreign collaborations, recycling iféies for environmental sustainability and purshmg of lithium assets
abroad.

Introduction

With the objective of reducing the greenhouse gassons to an average of 5% below pre-industeeéls, the global
investment in the clean energy technologies hashezh US$ 2.6 trillion. Subsequent to the foundatioh the United
Nations Framework Convention for Climate Change RQIT) under the Kyoto protocol, the Copenhagen hadXancun
agreements, the 2015 Paris convention has setre@sinninimum obligations, stronger transparency ascountability
that hold the respective government accountablahfeir commitments. India has committed to increigsecumulative
installed non-fossil-fuel-based electricity genematcapacity in the national electricity generatportfolio to 40% by 2030
and reduce the emissions intensity by 35% from2@5 levels, considering economic growth prioritiesergy security
and cleaner environment [1]. The increased useenéwable energy and early transition to electridititg helps in
achieving emission targets and reducing hydrocaibgorts. During the forth coming decade, the uBé¢he lithium
batteries are expected to play a major role irréfadizing energy storage systems (ESS) in the gre=gtor, especially, in
the power and transportation segments.

Lithium battery technologies

Subsequent to the foundation of the Lithium-ion-igm) battery laid during the 1970 oil crisis amdroduction of the first
commercial Li-lon battery in 1985, Li-lon battergchnologies have developed and attracts signifiaftention in the
energy storage applications because view of thgeor energy density of 75-200Wh/kg, specific gignof 150-315
Wh/l, cycle stability, efficiency and reliabilityT@ble.1). Li-lon battery technologies have madetrang footprint in
portable electronics, renewable energy, smart rédegtid, transportation sector, including road ieés, green ships,
aircraft and in niche segments, including space saribea applications involving time-critical apations [2][3][4]. The
Li-ion cells use lithium transitional metal oxidas cathode, graphite as anode and non-aqueousagetidiquids as the
electrolyte. The charge and discharge of the cetus through intercalation and de-intercalationtha lithium ions.
During the charging process, lithium ions are tfamed across the electrolyte from the anode hosttsire to the cathode
electrode. The performance of the lithium cellspsignificantly based on the electrode chemistry.

Table.1. Comparative details of the electrochemicdlatteries [2]

. Cycles at Expected Round-trip
Type Maxmum 80% DoD useful Efficiency
size (MW)
(x1000) life(Years) (%)

Vanadium 10 10-13 15-20 75-85
RFB

Zn-Br-RFB 2 5-10 5-15 72-80
Lead-acid 20-70 2-4.5 5-15 65-90
Li-ion 10 1.5-45 5-15 85-95
NaS 8 2.5-4.5 10-15 75-90

According to the World Intellectual Property Orgeation (WIPO) patent database, materials for enstorage are one of
the most-researched areas. The matured materialshéo cathode include lithium-nickel-manganese-tolldMC),
lithium—nickel-cobalt-aluminium oxide (NCA), lithin- manganese oxide (LMO) and the lithium iron phadp (LFP).
Graphite with improved structure is used as anodenable faster charging rate and the lithium-&itar(LTO) is used in
heavy-duty applications because of its capacitesxtend cycle life. The use of solid polymer as #bectrolyte and
lithiated-carbon has greatly improved the safetthefli-ion cell [5]. The features of the matureieblased cell technologies
are shown in Table.2. The reliability and safetyhaf presently operating li-ion batteries are emdiny using battery
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management systems (BMS) that continuously mortiter health status of the individual cells includimgltage,
temperature and the charge status.

Tab.2. Matured Li-based technologies for this deae [5]

NMC- LFP-
Feature Graphite NMC-LTO Graphite
Specific
weight 200 Whlkg 100 Wh/kg 140 Wh/kg
Cost/kwh | US$ 150-200 US$ 450 US$ 320
2500 @ 1.5C
with 80%
CDC DoD/ 10,000@10C
500 @ 3C

The recent developments in cathodic materials sschiFePQ and LyTisO,, are expected to reduce the cost and increase
safety. Reduction of cobalt content in the existtiaghode chemistries aims to reduce cost and isereaergy density, in
combination with other anode technologies. Theougng lithium metal cathodes are expected to imprake

performance without relying on cobalt in combinatiwith anodes made of silicon composites. Evenghpuesearch in

Li-air and Li-sulphur battery are fast progressitigeir technology readiness level is low, and hent&y not be
commercially available before 2030 [6].

Lithium batteries in the power sector

In the power sector, ESS are required for effectivenagement of the demand shifts, peak reductifseguency

regulation, voltage support and renewable resountegration (Fig.1). The global investments in E®S installed in the
power sector has reached ~ US$ 1 trillion in 2019.
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Fig.1. Categorization of ES technologies based opglication

The capacities of the ESS (excluding pumped hytthal) are installed globally are shown in Tablen3which the share of
the electro-chemical based ESS is the highest.Urtied States tops the list with a cumulative ilsthcapacity of ~570
MW distributed in 292 projects, followed by Soutleri€a, Japan and Germany with 300, 250 and 120 M¥phectively
[4][7]- The share of the different chemistries i telectro-chemical segment is shown in Fig.2.

Table.3. Global developments in ESS (non-pumped hyal) [7]

Technology Number of Combined
projects capacity
Electro-chemical 1056 4GW
Thermal storage 225 3.7 GW
Electromechanical 74 2.6 GW
Hydrogen storage 14 21 MW
CAES 2 5 MW
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Globally, Na-S, Li-lon, Lead acid, Ni-Cd and flovaemistries share 59%, 21%, 13%, 5% and 2% of #erelchemical
based ESS capacities. However, the share of chregaisfaries with the country based on the naturth@fpower system
demand, domestic availability of the raw materethsl prevailing policies. In China, Li-lon, lead-@@nd flow batteries
share 74%, 17% and 9% respectively. In Japan, Na-®n, flow and lead-acid batteries share 48%%:38% and 4%,
respectively. Li-lon has a dominant position in i@hiwhereas Na-S batteries are dominant globaltjuding Japan [8].

Redox flow;
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Lithium-lon;
21%

Fig.2. Share of different chemistries in electrochmical segment

In the Indian power sector, ~11% of the ESS is uUsedenewable firming up, 16% for power quality magement and
73% for overcoming power blackouts and brownoujs fder the determined effort scenario, (with aRsgrowth rate,
share of manufacturing in GDP and urbanization k&Hte8.7, 1.13 and 0.7%l/year, respectively), usindINAayog
simulator IESS 2047, the cumulative renewable gnavstalled capacity, including wind and solar xpected to increase
from ~60 GW in 2020 to 175 GW in 2030 (Fig.3)im8lation results indicate that the cumulative ESpacities of ~55
and 45 GW are required to bridge the gap in theggnand power requirements, caused by the increasegration of the
stochastic renewable energy sources, includingd@D0renewable distributed mini and micro-grids. &hen the predicted
load profile, ~50GWh of energy balancing will bguéed by 2030 [10][11].
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Fig.3. Electricity generation portfolio in 2019 and2030

The cost-effective electro-chemical ESS is deteeahithrough, analysis using the World Energy Courmdt model. The
cumulative investments required till 2030 if thetienESS is realized using specific electro-cheirtedteries are plotted
in Fig.4. The lead-acid batteries are found to bset-effective, but lack efficiency, volume and wag The Li-lon
chemistry is expected to be cost-effective compawedia-S and Redox chemistries, till 2030.
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Fig.4.Cummulative investments for electro-chemicatSS

Lithium batteries in electric mobility

Considering the advantages of the electric mobitihe to reduced emission, increased energy secanity higher
reliability because of reduced parts over ICE-bagekicles, the support and commitments from thécpahakers and
automotive industry is steadily increasing. Tablslbws the share of the electric vehicles (EV) #mel charging
infrastructure in 2019. Further, promising growtbulel be expected from the prevailing zero emissiehicle (ZEV)
mandates, fuel economy standards, fiscal incentjupto 40% in several countries) and the regulatithat are being
enacted for establishing the charging infrastriectiihe country-specific power generation mix areldarbon intensity of
vehicle manufacturing determine the Ci@tensity of the EV. According to the observatiamisthe International Energy
Agency (IEA) on the European automobile sector HEiewheel-to-wheel (WTW) emissions were ~50% lémstgasoline
and ~40% less than diesel cars. Globally, in 2ah&, EV-avoided emissions were ~30 MtC{12] Presently, the
Shenzhen city in China has transformed its urbafleet of 16359 buses to all-electric models.

Tab.4. Electric mobility by country in 2019 [12]

Country Percentage of global
Electric car stock Slow chargers Fast chargers
(outof3.1 ( out of 0.3 million) (outof0.11

million) million)

China 40 % 41 % 74 %
USA 24% 12% 6%
Japan 7% 7% 7%
UK 4% 4% 2%
Germany 3% 7% 2%

In 2030, with the present EV policies in place, phhejected share of the EV in China, Japan, USa@anindia and global
aggregate shall be 50, 37, 30,30 29 and 22 %, cagply. A number of local administrations havedged to implement
restrictions for prohibiting the access of Inter@dmbustion Engine (ICE-based) vehicles in certaigas. The global
forecast for light duty EV, associated fuel saviegpission reduction and electricity demand by th#teloy charging
systems on the electric grid, under the New Pdlicgnario (NPS) and determined EV30 scenarios anersin Table.5.
By 2025, heavy duty electric trucks >15t that anaaunced for commercialization are expected to lzav@nge of ~800
km [12].

Tab.5. Global forecast of light duty EV by 2030 [2]

Scenario NPS EV30
Sales 23 million 43 million
Stock 130 million 250 million
Fuel saving in 2030 2.5 MB/day 4.3 MB/day
Electricity demand 640 TWh 1110 TWh
Emission reduction 170 MTCag eq 240 MTCgeq
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According to the World Health Organization (WHO)dla is the home to 14 out of the 20 most pollutiéies. Efforts to
reduce the concentration levels pollutant to a kafel through the adoption of the EV has beeriaitgt. The EV policies
of India such as National Electric Mobility Missiédtan (NEMMP) 2020, Faster Adoption and Manufactgiof Hybrid &
Electric Vehicles (FAME) and the National E-MobjliProgramme targets 30% penetration of EV by 208@. targets are
defined considering the planned economic developmemergy resource endowments, technological chpediand
political prioritization of responses to the climathange [13]. The forecast of the EV penetratiomdia and the battery
capacity requirements in different modes of mopéite shown in Table.6.

Tab.6. Forecast of electric mobility in India by 230 [13]

Mode Number of Average Total
vehicles | Capacity/Vehicle| (GWh)

2 wheeler 200 million 1.8 kWh 360
4 wheeler 40 million 15 kWh 600
Bus 3 million 212 kWh 630
Total 1590

The key challenges for India in quick transitionelectric mobility are the higher vehicle cost,Kaxf battery technology
know-how, higher battery import cost, less locahitbility of the battery materials and the possibhplication on the
battery charging infrastructure in the electriodgThe establishment of charging infrastructureunes due attention for
the existing conditions in India , which is evidémm the global experiences, where 33% of all B\és take place in only
14 cities where charging infrastructure are esthblil. Accelerating the availability of necessafyastructure for battery
manufacturing and charging is reported to bring mldive costs of ownership of the EV to be on pah Wik by 2025.

Strategic trends in lithium battery manufacturing

According to the global data on battery manufaogyrithe raw materials, cell manufacturing and bat@ackaging
contribute 40, 30 and 30%, respectively. In thetele mobility sector, as per the NPS, based onntlest probable cell
chemistry portfolio of 10% NCA, 40% NMC 622 and 5@%1, the global requirements of Cobalt, Lithiumamganese
and Nickel upto 2030 are estimated to be ~170, 165,and 850 kt/year [14]. At present, the globekel supply is ~2000
kt/year and is mainly used for high-grade steetipotion. Batteries forms a small fraction of theata@lemand mix. During
2018, ~ 6% the total demand of cobalt and 9% oftkel demand of lithium has been reported fromhm EV industry.
The spot prices of the cobalt and lithium increabgd®.5 and 4 times since 4 years, which is mathlg to speculative
stockpiling and strategic sourcing [14]. Lithiure ¢alled the “white petroleum” because of the grgweconomic
importance. Moreover, lithium and cobalt resouresconcentrated only in a few countries (Fig.5).

Total lithium resources : 62 MT Cobalt
Terrestrial : 6.9 MT ; Oceans = 120 MT

Australia

Argentina 4%
24% Cuba
T
Canada
4%

Bolivia

Australia
129, 15%

Fig.5. Global distribution of Li and Co resources 15]

Based on the lithium requirements of ~0.2 kg/kWilh, 2030, ~330 kilotons of lithium shall be requirgo realize

1650GWh of energy storage capacity. The existintjeba factories have production capacities of uBt&Wh/year,

whereas factories announced to come online afteb 20e expected to have capacities of up to 35 @&dh/ The lithium

battery technologies and manufacturing for thetal8ty and mobility applications target global estments up to US$
125 billion, which includes establishment of 30 &igctories for realizing cumulative battery capiasiof 3.5 TWh by

2030 [16].
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A feasibility study made for the Government of kdndicate that for a Li-lon battery production milaf 5 GWh/year
capacity established in India with 66% of the batost towards raw materials, the battery productost shall be US$
148/kwWh. The production facility requires an invesht of US$ 5 billion and an establishment time~d8 years. The
battery production cost is reported to be as lowmso US$ 84 for a manufacturing capacity of 20Q@y#ar, indicating
the economies of scale [17].

The spent lithium batteries, when left untreatethim ecosystem leads to health and environmentalrtis. Moreover, the
environmental and economic benefits of the li-lall cecycling are significant. According to globadports, recycled
lithium and cobalt will reach 9 and 20 % of toti#ium and cobalt used in the batteries suppliedda5[17].In India, li-
ion battery recycling market is estimated to be $UShillion by 2030 [18]. Efforts are underway tyemmline and
automate the recycling process, in which compargegcling lithium-ion batteries are to be tied upwork with the
battery makers to adopt easily dismantled prodesigihs, and uptake the recently developed recawergesses of all
valued battery components.

Conclusion

Indications from the recent assessments on therpatchnologies suggest that lithium-ion battedes the preferred
choice in the energy storage applications durirg ftithcoming decade. Ensuring conducive polic@stlie increased
deployment of energy storage in the power sectar alectric mobility by means of domestic manufacigyrand
innovation, incentives for bridging the price gaptéween conventional and electric vehicles, deploynwé charging
stations, standardisation, maximizing the economatue of the lithium batteries by recycling for @enmental
sustainability are essential for achieving Indiaimbitious climate goals. At the same time, a smddhsition with
minimal impact on the present legacy internal costibbn based supply chain is required from the epvooand
employability perspectives. The announced investmierarge-scale battery manufacturing facilitiesnfirms further
reduction in the cost of the batteries. Surveyioglithium resources within India, and at the saime making strategic
investments in the international mines are esdentia
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Best slogans for energy conservation

Save Today. Survive Tomorrow
Today’s wastage is tomorrow’s shortage.
Energy can't be created but it can be destroyed. $a it!
Spare a Watt; Save a Lot
Switch off to keep INDIA switched on
Energy conserved is energy produced.
Don’'t make your child ask... “What was oil ?”... Consewe today!0
More energy conserved, more the planet life is reseed.
Energy misused cannot be excused.
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"As in the case of my earlier experiences in Claind Mexico, so in my Indian trip my motive was mdnan restlessness
or idle curiosity. More and more Indian authors pulishing in our scientific journals, and we nekd Orient more and
more to supplement a West which is showing thelledial and moral enfeeblement following two WokMars" -
Norbert Wiener, “I Am a Mathematician”, MIT Press, B339, 15 August 1964

Professor Prasanta Chandra Mahalanobis, the fathéne statistical movement in India, founded [1P#ie Indian
Statistical Institute [ISI], initially at the Prel@ncy College, Calcutta, to carry on research éntieory and applications of
statistics in India. The ISI was the first instéudf its kind anywhere in the world devoted maitdythe study of statistics.
For seven months from late 1955, Norbert Wienerkedrat the Indian Statistical Institute [ISI] attinvitation of
Prasanta Chandra Mahalanobis. Prasanta Chandraldviahes visualised statistics as a technology apple in diverse
fields of the natural and social sciences and betiehat statistics could grow well only in an eowiment where active
guantitative research in its various domains ofliappon went on side by side with research inistiagl theory and
methodology.

During Norbert Wiener’s visit to ISI, Gopinath Kialhpur received training from him in the field afegliction theory for
which he expresses his “profound scientific debt'Wiener. Wiener managed to secure a two-year l&av&allianpur
from ISl to facilitate a long-term collaborationtlveen them in the area of nonlinear prediction theblowever, this
project did not materialize as Kallianpur suffe@grolonged illness soon after reaching the US.ektbeless, he notes
that, even though his work on nonlinear filteritngary (for which he is well known) began as a dmilation with C.
Striebel at the University of Minnesota, motivatifam it came from Wiener. Kallianpur later returndISI to become its
first Director in 1976 under its new MemorandumAgkociation. It was due to his efforts that the gaoru campus of the
Institute was established.

In 1990, P.R. Masani wrote a biography of Norberéi¥ér. This biography not only depicts Wiener thetmematician, but
also describes his personality to some extentjlohetdis interests in many other fields such alerypetics, economics and
also the philosophy of religion. Cybernetics, ateiiscientific discipline concerned with “communicatand control in the
animal and the machine” (as defined by Wiener)raged Masani, and he published papers in this Bath Wiener and
Masani had a much broader perspective on cybesnatiich even included the philosophy of scientifiethodology,
rather than the narrow approach of machine learwinigh many take it to be

Both Gopinath Kallianpur and P.R Masani are rariketie top five statisticians in India.

Norbert Wiener lectured in India for seven week$953 at:
e Atomic Energy Institute, Bombay
* Indian Academy of Sciences, Ahmedabad
« National Chemical Laboratory, Pune
e All India Science Congress, Hyderabad
e Indian Academy of Sciences, Bangalore
e Tata Institute of Fundamental Research, Bombay
* Indian Statistical Institute, Calcutta
< National Physical Laboratory, Delhi

The 2F' Century Norbert Wiener Conference with the thetBeing Human in a Global Village” is the third insaries of
conferences initiated by the IEEE Society on Sdcigdlications of Technology (SSIT), following everih Boston (2014)
and Melbourne (2016). The 2020 event invites usdnsider how we — as policy makers, parents, cifizdusiness
owners, researchers, humans — need to be progatiregbaring for a new world in light of the chaldgss coming our way
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in the form of artificial intelligence, or machimearning. For instance, young people need to bébfle and adaptable as
the workplace in 20 years’ time will be very diféeit from today.

This conference will have three general themes:
* The state of technologies initiated by Wiener.
* The social impact of those technologies.
e Wiener's 1950s engagement and travels in India.

Since 2010, the Computer Society of India [CSI§ BBEE India Council and other sister Institutitrasre been organizing
India events to support the series of conferenc&lorert Wiener by the IEEE SSIT. We are thank@ulDevi Ahilya
Viswavidyalaya, Indore, Indian Statistical InstéutKolkata, Indian Institute of Information Techagy, Allahabad, CR
Rao Advanced Institute of Mathematics, Statisticel aomputer Science, Hyderabad, Indian InstituteSofence,
Benguluru, Central University of Rajasthan, Kisheig Rajasthan and Indian Institute of Technolddgymbai.
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As per the United Nation’s report titled “ World Rdation to 2300 “ over 8 billion people will inbi the earth by 2030.
That's more than a billion more in 2010 and 95%t$ increased population will be born in develgpand emerging
markets . According to a PWC report titled “ TWéorld in 2050 “ only 23% of the world’s populationill live in
Europe, North America and Australia. Thus, theblaloeconomy is being reshaped , and so is thakdigbn of wealth
and_Global trade in goods and services is alsdyliteerise more than threefold to US $27 trillidoy 2030. Trade is also
going through some volatile conditions. Consumeesirecreasingly adopting an anything, anytime, amgre expectation,
while products to be shipped are becoming more istpfited and diverse. At the same time workforcertage and
regulations impose pressure and obligations. Te aeith these conflicting demands logistics and $spppain needs to
become more efficient, automated and analyticedriv

The world trading systems has always been shapetkdiynological progress. As per the World Trade drRe@018
International trade costs declined between 199628dl. The report predicts that trade could grownbgrly 1.5 to 2%
more until 2030 as a result of the falling tradstso Leveraging Disruptive digital technologidsliAl, IOT, 3D Printing
and Blockchain will help to further reduce tradests. Not only is technology a determinant ofié¢raosts , but it also
defines what kind of products can be traded adrdesnational borders. New digital technologiegel@ge the Internet to
process and analyse data . Computer systems matibm and data analytics are coming together ierdinely new way
that is transforming the global economy and glalmahmerce. One of the significant effects of digi¢éehnologies is the
extent to which they reduce trade costs , suchaasport and logistics costs , the costs of crgdsarders ,information and
transaction costs and costs of cross border pagmastper the World Trade Report 2018 , Transpuodt lzogistics costs
combined account for more than half of the variatio trade costs in agriculture and manufacturangd for more than
40% of the variation in trade costs in serviceshe Ppplication of Al, IOT and Blockchain to redutnsport and
logistics costs are likely to have the largest@ffen overall trade costs.

Intelligent Shipping Containers

As the logistics and transport sectors join theubtdy 4.0 revolution , shipping containers levangghe power of IOT
technology are set to play a very big role in eimgumew levels of efficiency, safety and transpayen Building
intelligence into shipping containers ( both rgériated and dry ) will create new opportunitiesdontainer manufacturers
and expand their offerings to the end customersinBygrating reliable and secure Global connegtigihd traceability
with the sensors and tracking devices within cowes , they are able to provide an improved custaxperience. On an
average , shipping containers have utilizationsraié only 20% because companies often ship merésarid many
locations. Tracking each container using I0OT tebdbgies could improve container utilization by 1025% and reduce
annual spending on containers by nearly $13 Bilbgr2025 as per a report by Lund and Maynika of Ms&y released in
Jan 2016.

Shipping containers are the most widely utilizexshsiport method in the world as they are respon$ilenore than 80%
of global transportation of trade goods . There areestimated 30 to 32 million containers travgllaround the globe
today and approximately three million containers produced and deployed each year. As more ané wfothese
containers traverse the high seas, it becomesaisicrgly complex to keep track of individual contaim and the condition
of assets inside them. There is the added pressumneanufacturers and retailers to improve theirgina through better
supply chain visibility through better stock contand prevention of losses.

For eg, the Pharma industry which is highly regdaheed to ensure that the high value pharmackutiddach are very
temperature and humidity sensitive are being gafehsported in cold chains .

Today , using the power of Internet of Things (legchnology, Shipping liners are in a positiontrack and monitor the
condition of refrigerated containers with perisieagjoods. In the past , onsite supply chain marsagould spend time
manually checking the condition of each contain€he shipping lines now can obtain near-real tuisbility into the
conditions of each refrigerated container at almesy part of its journey during the supply chairhelf shipping
supervisors can monitor mechanical performanceelp kensure the equipment is in proper working ctowli IOT
technology can help them to improve the levelaf/kes they provide and also ensure they areng@d and arrive in
the proper condition — no matter the length ofjtheney.. This can help companies better managie delivery process
and offer service their customers can depend oippBly liners can keep its customers informed albloe location and
condition of each shipment, helping them operateenefficiently and giving them peace of mind abittir cargo.
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To track this containers , container devices caarbhitected and designed with a 2G/3G/4G Higimferature and heat
tolerant SIM card, a GPS unit, any short range las® solution like a ZigBee radio and antenna, mattiple interfaces

for connecting into the refrigerated container'sitcoller. The Container device can operate witb-imay connectivity

from just about anywhere in the world. Once thetamers are traversing the high seas and losaedaretdonnectivity, the

container device can connect via a Satellite ndéwo ensure continuous connectivity throughoutjderney. The

solution can reduce labor costs , decrease Ipssvent thefts , help in risk management andgaiiton and also help in
Audit efficiency

Automation reduces cost and enhances containebilitisiacross the entire supply chain. Enterprisesl their end
customers can now centrally track their intermootaitainers, trailers and other unpowered industissets as they are
transported globally ,from the production locationthe final destination. 10T devices attachedhese containers are
sensor rich with high precision GPS engine usisglar panel for charging and P67 rated.

Digital and Connected Ships

Having addressed the importance of the need twage IOT technology to track Shipping containénsquld also like to
stress the importance of leveraging the power &f #dd Al to monitor and manage the Shipping vessehich carry
these containers. The next generation of shifisoeielectric, digital and connected that maxienike full potential of
vessels and enables safer, more efficient andisaslie ship operations. There is the increasimegl e connect the ship’s
crew with their technical and nautical departmentgithin a shipping vessel there is the constaatdnto monitor energy
production and consumption , improve vessel motayacasting in changing weather and loading cdonit, decision-
making support while operating in different weathesnditions , optimize mapping energy flows, measiuel
consumption , measure energy and power savingsoafupts such as drives and motors and send tha tdat Cloud
platform . By using IOT and Al, it would result inncreased availability, safety and efficiency &t types of vessel
operations , ensure environmental compliance acdnmenend actions to optimize vessel performanceutifrout vessel
operations or voyage.

Remote diagnostics of equipment like propulsiostesys , electrical systems like generators, Swiahds, Power
transformers, drives for marine applicationsightvoltage marine motors and turbo chargers dasishipping vessels is
extremely important. Preventive & predictive contius monitoring and combining online with manualnitaring is
necessary. Prediction and remote services ara takihe next level by adding predictive analytgorithms and cloud
technologies. It is important to be able predidiufe by delivering predictive analytics algorith which are implemented
both onboard the vessel and in the Cloud. With el@reloping cloud technologies it is possible tovie highly
advanced and embedded analytics on the collectadwhether it is at the equipment, system or fieetl. This can go a
long way in reducing maintenance cost by contisliomonitoring equipment health status , reductiof production
stops due to machinery failures and to optimizenpéd maintenance activities according to operaltiosquirements,
reduction of labor costs by automating data cttb@cand enabling operators to focus on understanttie data and
system status and reducing the need for the segwigimeer to be onboard.

Condition based maintenance of equipment insidbigpig vessel that would help in prediction of gaoent failure
modes and risks related to potential failures isspile by attaching the relevant sensors to thepewent and using
reliable and secure connectivity to send the sedata to an IOT platform that is cloud hosted .sTwbuld provide the
relevant advice as to when to perform mainteeasmctions based on actual equipment condition artbpnance
monitoring , advice whether maintenance and regairbe delayed to a later point. The benefitdrazeeased equipment
reliability , Reduced maintenance cost as not alintenance task are performed according to timeeidle and Increased
availability of vessel as maintenance is done wheerations allows for maintenance without distugbiusiness critical
operations
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Future trends

The rapid adoption of digital technology by te@ws consumers can significantly impact shipp#sgumptions. The
growth of the shipping industry is largely depemden the GDP growth trends of countries , howehere are other
factors like increased urbanization, environmiefdators like higher levels of pollution, climathange and most
importantly the disruption of the logistics indystrith disruptive technologies like Al, IOT etchat has been having a
huge impact on the economics of transportationoofdg from one place to another.

Higher urbanization impact shipping routes, ; gleosehicles can have an effect on the shiftmi@rine e-mobility; and,
as the driverless automobile becomes a realithénftiture , parallels with automation within th@ps can be easily
drawn. Car OEMs are increasing their R&D investimiarmaking electric cars, whose design and manufag is far

more simpler with fewer moving components, ease adntrol and updating and lower level of lossesenergy

conversions when compared to the conventional EDBines.

Marine Electric- mobility

The imperative today it to optimize the usage dfdsg power and achieve higher levels of autonmatiod autonomy.
However the real value can be derived when it tesalimproved operational efficiency or enhancefity, or both. The
debate around autonomous ships and navigationbkas going around for sometime. However most efséh
deliberations have not considered the fact thatdiive and power trains of the ships also needsvtdve over time to
accommodate the needs of an increasingly autonsdiipging business. Ships need to be able to salfdr be able to
continue to sustain its operation when faults aentified. With Electric systems , the ability diagnose and do a
reconfiguration securely can be done remotely relased levels of automation may be required whleigs are operating
on shorter distances close to shore and alongesdiiat are repetitive , but that does not necéssaean that these
ships are not manned . Instead, a fully elegirappulsion system, featuring batteries that cantbe power at the shore
side for recharging would definitely result in theed for continuous maintenance (for eg filtearaes ) , which could be
remotely supported by an over the air update oadoc visits by the service crew. The displaggnoé crews inside
ships is not imminent as you would still need tlmewc for maintenance of machinery , day to day adstration |,
communication calls etc. While navigation safetyextremely important, in the context of a fullygitkl technology
enabled connected ship the focus should be on Hegirle propulsion can automate certain aspecth@functionality of
ships that will lower operating costs, improve $and has no negative environmental impact.

Electric platform for Connected and intelligent ships

We are already seeing the increased use of IOTosensennected to the various subsystems withirippiiy vessel , and
are generating a lot of data to help optimize afi@ns within a vessel and help achieve justsimetidelivery with much
lower energy consumption. The use of powerfulu@ipased analytics tools and Al and Machine Leayaigorithms to
help in preventive maintenance , predict equipnf@hires and more importantly rectify remote equgnnproblems exists
today . With 10T sensor deployment costs coming maignificantly, it is anticipated that use ofoli®tics and 3D
printing for lifecycle management will enable auttiio and autonomous service operations in themdistant future.

Technologies like LIDAR ( Light Detection and Rangj, Computer Vision, and powerful positioning datptured by

high resolution satellite imagery can help in aateimavigation and thus providing a very precid@ @egree view of the
shipping vessel in a real world scenario similath® Advanced Parking assistance systems we sag. tddis ensures the
elimination of blind spots and prevent accidentd ttan cause significant damage.

In the near to immediate term, the use of theseugiive technologies will help the crew in acligyvfaster turnarounds
within a port and also allow for lower speedshe next destination that will improve fuel eféaicy, help in faster
regulatory compliance and improve business impgdahip functions such as maneuvering and moorihg. ise of these
technologies will augment support crews in theleras guardians enabling to intervene wheneviciemcy , safety or
environmental responsibility is compromised.

Conclusion

In conclusion , | would like to state that the pua® to digitally optimize processes, using loTusohs is coming from
everywhere — Politics, Press, Shareholders, Custmamed Suppliers . The key differentiator in ahhjgcompetitive
market is improved customer experience and henetting the right product to the right customerts tight time, right
place and right condition in the right quantity atdhe right costthe famous 7Rs of logisticis)absolutely imperative The
Shipping and Container Manufacturing companiesvehi®m come to the realization that using IOT tedbgy is a
strategic necessity for their very survival andvgia
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Introduction

The success of modern information age hinges dabteldigital communication and the central issweréof is the design
of codes that allow transmissions to be efficiemthd robustly decoded under noisy conditions. Thike discipline of
coding theory whose inception can be traced batkedirth of information theory [1]. Since theor the past 70 years or
so, much effort is galvanized in the scientific coomity to design near optimal codes such as tuddes [2], low-density
parity check codes (LDPC) [3], polar codes [4] oWBN Channels.

The following have remained as the long term goatding theory:
Goal A :to desigrbetter decodersfor the existing codes which arebust and adaptiveto varying channel conditions,

(Robustness implies the following: when the systetnained for AWGN channel, the test performandg wo re-training
on a different channel (such as ATN and Radar) Ishoot degrade much. Adaptivity allows the systerteaarn a decoding
algorithm on a different channel by retraining fremough data even in absence of a clean mathematiztel for that
channel.)

Goal B : to desigmew codesvith emphasis onobustness, adaptivityand other features suchlaw latency,

Goal C: to designnew codes for multi-terminal settingsas well as other scenarios such as the feedbauakneh the
relay channel and the interference channel.

However, history has witnessed quite slow progvétis respect to realizing these long term goalss Thbecause the two-
step traditional process of communication algorittesign, which is (a) begin with clean mathemataadlysis, and
follow it by (b) stacked heuristics on top of thptimal algorithms, has remained largely sub-optiimglofar as the
guarantees of optimality do not extend to covervuigous practicalities not included in the fireé However, this two-
step method still has been successful in the foHpbint setting. For the next generation commuiacasystem design
which involves wireless systems such as autonommsh networks, industrial 10T, ultra-dense networttgat pose many
challenges such as interference management, ntorstdty of channels, non-AWGN noise, interactiomgh other
technologies - these principles of traditional dadbreak down. This is due to (@porithm deficit- the gap between the
optimal algorithms on this simplified model and tkeown computationally efficient algorithms on thiodel, and (b)
model deficit the gap between the realistic model and the Iffisgh model.

Areas of computer vision [5] and natural languagecessing [6] amongst others, have witnessed aelyestick growth
with the advent of deep learning, which promisesrag complicated non-linear algorithms from olbational data. For
channel coding problems, there is unlimited traindata available, so cateep learning aid in accelerating the rate of
discovery here in realizing the goals above?

This short paper is a survey of some key resulthigdirection where the authors of this articler&vinvolved. In what
follows, each section highlights a contributiorréalizing the above goals. It finally concludeshadt discussion about the
exciting road ahead.

MIND : Model Independent Neural Decoder [8]

Deep learning based decoders outperforming thelatdrViterbi decoder were proposed in [7] for cdational and turbo
codes. The main design principle was to train ReciirNeural Networks (RNN) for a given AWGN chanfied they
closely mimic the structure of convolutional andbtu codes. These neural decoders show robustnesadaptivity
properties. However, compared to the traditionadodéing methods, neural decoders exhibit huge dafairements for
training as well as large computational completatyadapt to the new channel.
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To add robustness and adaptivity properties toatelegcoding along with the desired property of mial training, we
proposed Model Independent Neural Decoder (MIND)ctvibuilds on the top of neural decoders [7] agdigs them
with a fast adaptation capability to varying chden&@his feature is achieved via the methodologyMafdel-Agnostic
Meta-Learning (MAML) (for details cf. [9]). In nutell, here the decoder: (a) first, learns a ‘ggmafameter initialization
in the meta-training stage where the model is eaghds a set of archetypal channels and (b) updh&eparameter with
respect to the observed channel in the meta-tegtinge using minimal adaptation data and pilot bits

MIND admits fast adaptation with few shot adaptatitata utilizing the gradient-based training. Coredao the adaptive
neural decoders which require large amounts ofignadraining steps and data to adapt to new cHaseténgs, MIND
can adapt to a new channel with small amount ot pits and few gradient descent steps (cf. Figui&).
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Figure 1 : Compares MIND’s performance with ordwfgradient steps with other state of the art NeDegoders trained
on different channels. The decoders compared ar€dnonical Viterbi decoder, (b) Adaptive NeuralcDder on non-

AWGN Channel with infinite data, (c) MTL-K or muitask learning based decoder with K-step gradierscent and
finally (d) our proposed MIND-K with K gradient upte steps.

LEARN : Low-latency Efficient Adaptive Robust Neural Codes [10]

Figure 2 shows the structure of a Channel Autoeeicd@hannelAE), which combines a stochastics cHawith the

standard Autoencoder architecture. This naturaily into the standard communication channel andingpdheory

paradigm. However, so far developments have bearsspo harness this structure with deep learmaigihg techniques
to get unique and new codes for communication sysigointly trained encoder and decoder). We hahthés question in
part by jointly training ChannelAE in low-latencggime (short blocklengths) to outperform the stdtéhe art tail-biting
convolutional codes in this regime [11].

Enc l__| Power , Dec |
b“ fol) | iCons{ralm x—thannet;—.y—u asl) i—-.e

s

Figure 2 : Channel Autoencoder

The designed Low-latency Efficient Adaptive RobN&ural (LEARN) code applies learnable RNN strucsufef. Figure
3) for both the encoder and the decoder with aritiaddl low-latency constraint. To the best of dmowledge, this is the
first work that achieves an end-to-end design forearal code achieving state-of-the-art performaumugger low latency
scheme (cf. Figure 4 [10]).
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Figure 3 : LEARN encoder (left), LEARN Decoder (miiel) and Network features (right)

However this is possible only with an improviseairting methodology as has been stated in [10]:

e Train with a large batch size.

e Use Binary Cross-entropy (BCE) loss.

e Train encoder and decoder separately. Train enant=s, and then train decoder 5 times.
e Add minimum distance regularizer on encoder.

e Use Adam optimizer.

* Add more capacity (parameters) to the decodertmencoder.

Furthermore, when the channel conditions are vgnliE ARN codes show robustness (ability to worklwelder unseen

channel) as well as adaptivity (adapt to new chlawith enough training symbols), showing an ordemagnitude
improvement in reliability over canonical codes (€igure 5 [10]).
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Figure 4 : Comparing BER for LEARN Code and thetesta the Art Low-latency Convolutional Code
under AWGN Channel for different rates.
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TurboAE : Turbo Auto Encoder [12]

We want to relax the low-latency assumption of phevious section and investigate if we can furthehieve state of the
art performance in moderate block length regimethia direction, we design TurboAE, a neural netwbased over-
complete autoencoder parameterized as Convolutideatal Networks (CNN) along with interleavers (petation) and
deinterleavers (de-permutation) inspired by theéo principle of the turbo codes [13]. Formally, interleaver ashet
interleaver shuffle and shuffle back the input sstpe with the a pseudo random interleaving arrayvknto both encoder
and decoder, respectively (cf. Figure 6, 7 [12]).
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Figure 7 : TurboAE iterative decoder on code rafg3-

The benchmarks on block length 100 is shown in féigdi[12] with widely-used LDPC, Turbo, Polar, andil-bitting
Convolutional Code (TBCC), generated via Vienna $@ulator [14] [15], with code rate 1/3 on AWGN Cimel and
Figure 9 [12] shows results on non-AWGN channel.
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Conclusion

In summary, we presented here a small buffet ofrésailts as the current state of the art in appglyleep learning
paradigmto accelerate discovery of new codes and decalgayithms in several scenarios of interest in l8gge systems.
These included adaptive decoders, new codes fotdtamcy, and state of the art codes for moderatekdengths. These
codes also show robustness and adaptivity properdik these bring interesting research directibmslesign channel
coding algorithms via separate or joint encoderdexbder design.

The terrain is vast open. Can we design the codesntlti-terminal settings where there is scardidy good codes?
Another interesting venue is to comment on the arpbility and interpretability of these codes.
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Disrupting Primary Healthcare Industry with Artificial Intelligence,
Computer Vision, and loT Enabled Engine
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Healthcare industry is rapidly evolving and qualdfy healthcare has been improved significantly carag to the last
century. However, the primary healthcare indusnstill not evolved much. We are still relying oonhan judgement
while identifying diseases. Many times, wrong diagjs leads to loss of life [1].

Problem

As per the WHO report [1], wrong diagnosis can odoecause of many factors such as the knowledgesrieace and

skill of primary care providers as well as the regses available to them. Not all primary care pidevs are trained and
gained experienced on all the diseases. And aftenack of knowledge may lead to misinterpretattbthe symptoms of
the patients. Wrong diagnosis also cause delapénattual treatment or completely miss the oppdytun provide a

proper care. All these problems lead to one comfaotor and that is human judgement. If we elimirtais factor, we

will be able to identify the right disease and tqg@perly on time.

Another challenge is the lack of availability of digal facilities in many parts of the world and esjally rural areas where
not many doctors are willing to work. This problé&smot much in the metropolitan cities, however dguality of service
may not be equal. In a third world country like idthe problem is more stagnant since the majaityhe nation’s
population belongs to the rural areas. Peoplealitehave to travel over 100 KMs to get good meldfezilities. The
available medical facilities are obsolete; therefien a shortage of medicine and medical profesdsoin such areas. Even
the present medical professionals often need tdlaahousands of patients every day. People liinrge remotest part of
the world are more affected as they never recaiyepaoper medical facility. These people are oftempelled to rely on
primitive medical solutions and superstitions. Agpidemic virus means guaranteed death or massgatinPeople from
these areas wouldn't even get enough time to getndised in the first to start any kind of treatment

Solution

Eliminating the human involvement is essentialéducing the wrong or missed diagnosis problem. Eanly possible
with the use of technology. Artificial Intelligencgan play an important role in performing diagnosisthe primary
healthcare level. Researchers have started thingingising Al in medical diagnosis for decades [2]t lyet the
implementation at the primary level is not ubiquity available in the market. Efforts are under wayliagnose various
diseases using expert systems like coronary atisease [3], breast cancer [4], etc. All thesertffoan be combined and
brought into an interface which can act as a pynmealthcare portal which will be installed phydigan various parts of
the world. This will specially be useful in the alipart of the world which will help to save millis of lives.

The implementation

The implementation requires the following threetpés work together,
1. Machine learning and computer vision based appdiocdd perform analysis and give diagnosis
2. loT powered user facing application to feed datdhéomachine learning and computer vision baseticaion
3. Medical coordinator application (middleware) to Wwowith hospitals, medical service providers, dostor
pharmaceutical companies, and related organizationgell as medical devices

Machine Learning and Computer Vision based Applicaion

Artificial intelligence is making it possible to mic human thinking abilities to do repetitive omgolex tasks. Al-enabled
programs can obtain information, use logical pebdio analyze or process data. This helps the #ltoarecognize and fix
mistakes. Machine learning is another important moment of Artificial intelligence, it is a form déarning in which the
machine can learn by itself without having the nekbeing programmed by humans. This is a longgssgcbut in the end,
the machine is smart enough to learn by itself. $istem can be improved with experience. Machimeniag and
artificial intelligence are playing a major role tine healthcare sector. Instead of replacing thstieg workforce, Al is
making the medical experts work more efficientiptBare helping medical equipment makers to deviesdter healthcare
products and improve overall patient care.

Machine learning-enabled machines are more efficeffordable, faster and able to manage largeklwads than humans
are. The best thing about machine learning isithaeps improving itself from experience. The dagot far away when
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we will have absolutely no errors in the medicalustry. Machine learning is seeing a gradual aceest in the healthcare
industry around the world. In fact, Google has @sweloped a machine-learning algorithm to disc@agicerous tumors.

Machine learning is helping the healthcare industyyanalyzing various data sets and advise outconiss scores,
resource allocation, and other applications.

Diagnosing diseases and ailments are one of tmeapyi applications of machine learning in healthcditeis diagnosis

includes diagnosing critical diseases like Canaeing its initial stages. It also assists humanshi early stages of the
drug discovery process. With machine learning, v ifind alternative ways for therapy of multifadedrdiseases. It is
also causing a major breakthrough in another tdolggacalled computer vision. Data sources fromedrtinedical images
will soon become part of this Al-driven processeThachine will be able to see and understand alenastthing that we

could.

Documentation and maintaining up-to-date healtlonds by using vector machines and machine learbasgd OCR are
slowly coming into the mainstream. Google’s Clouivh API as an example of machine-learning-bassudivriting
recognition technology is gaining great populanityhe healthcare industry. Machine learning i® gdeoving to be a great
boon in the field of clinical trials and long resefzes. Usually, it takes a lot of time and resositoeconduct clinical trials.
Utilizing machine learning with predictive analyican significantly help the researchers to dramckwsions from a huge
variety of data points. Al and ML are enabling asehsure real-time monitoring of the trial partanps, discovering the
best sample size for testing. Scientists and rekees are also using Al and machine learning fonitndng and
predicting epidemics around the world. A large amoof data is collected from satellites, social medvebsite
information, etc. This information can be consdi@thtogether to predict anything from cholera oedis to severe
chronic viral diseases. Predicting the epidemiagdctbe really helped especially in third-world ctigs. These countries
usually lack important medical infrastructure amgamized education systems.

As mentioned earlier, computer vision can assisanalyzing images like X-rays, MRIs, or even paséesymptoms’
images like screen rashes. Combining these thobedéogies can drastically improve the quality lué fliagnosis. Hence,
we are working on SYMPTO enginkt{ps://www.everythingtech.co/open-source-projsgisipto).

SYMPTO is an open-source project that aims to agval machine-learning algorithm to diagnose medicaases based
on various symptoms, medical history and other itammé of the patient. SYMPTO can work with any jeat as it takes

input of patients’ vitals, recent conditions, syops or health issues, and patients’ medical histliralso considers
various images like X-rays, MRIs, and symptoms iegalike rashes, etc. Based on this, it analyzesoatglut diagnosis

with confidence level. High confidence level sign#ile possibility of accuracy and medium to lowelesignals the lack of
data or input to come up with proper diagnosis. Fedium to low diagnosis level, further processiaghecessary.

SYMPTO engine is a standalone engine which canldmggpd into any medical 10T system. Hence, it idely applicable

to many existing products. In this paper, we widladiss a case study of ZPOD [5][8] as an user dagiadical 10T system.

We will discuss about ZPOD in more details in tlegtrsection.

lIoT enabled User Facing Application

loT made it possible to create a world of interaetad objects that can communicate through thenieteWe can use
hardware components like RFID tags, actuators,csenmobile devices, etc. to develop an intercotateworld. Most of
the medical IoT systems will have a similar arattiiee in which sensors are connected to a centauta and
communication takes place among sensors. Somehbaadtorganizations have already adopted the €iffefiorm of l1oT
enabled medical devices to handle the shortageedfigal professionals in remotest areas [6]. So tifpe of setup is
successfully working and helping individual patentoT medical devices can help to drastically oedthe time of
diagnosing and providing treatment to the patiddsially, these medical devices are equipped witisbprocessor and a
feature-rich operating system interface, which rsake work much easier and faster. Cloud computagyenabled these
devices to store diagnosis data of each patieztriduct in-depth analysis and provide a betterraiaig [7].

ZPOD is also a similar system. ZPOD comes in a fofma kiosk which looks like an ATM machine or alsome in a

variant of briefcase style case which containghalrequired sensors. ATM style machine is a staneakiosk which is

equipped with various sensors to measure bloodspresblood sugar, weight, body temperature, EQ&sound, blood

test, pulse rate monitor, X-ray, urine test, anenegye check. With ZPODs in place, people won'drteetravel hundreds
of kilometers to get proper error free medical diagjs and with extended ZPODs get basic treatnieténded ZPODs
are the pods or kiosks which have more equipmeshaiew health support staff personals to assistmia. The idea is to
provide primary healthcare facility remotely withdaving the physical presence of the medical pifmals on the site.
This will eliminate the human error as the diagaosill be carried out by Al modules and coordinabyda middleware
application. The kiosk will be equipped with alktimecessary sensors and basic medicines. As medtionthe ZPOD

patent, in some cases, medicines will be deliveiaddrone to the remoted parts of the world. Lif@ectancy in rural

areas can be greatly improved by this invention.
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The SYMPTO engine powers ZPODs’ hardware moduletiect the vitals of the patients and acquirégués’ medical

history through the ZPOD'’s cloud storage to perfone diagnosis. ZPOD kiosk contains a touchscreemface for users
to interact with the system. For a common userjrtexface is very simple and user-friendly to @er It is just like any
regular touchscreen device. The ZPOD kiosk will asér credentials like username/password or bigeretithentication

like retina scan or finger scan before starting disgnosis. Users may need to utilize the sendtasteed to the ZPOD
kiosk in order to send the vital to the system.sTimeans that a regular patient may need to pravide/blood sample,
check blood pressure or blood sugar, conduct Xdtyasound/ECG, etc.

The user inputs then get sent to the middlewardicgtion “SYMPTO Connector” which communicates withe
SYMPTO engine to analyze the patients input andecamwith diagnosis. Based on the SYMPTO'’s diagnosddleware
application then communicates with the ZPOD kid$khe prescription came from SYMPTO is readily #éafale in the
ZPOD kiosk’s storage, the middleware applicationtse message to deliver the medicine upon the medjipayment.
Upon successful payment, medicines will automdtidag¢ dispensed if they are available in the ki@3therwise, they will
be delivered from the nearest warehouse via ameatad vehicle, drone, or human driven vehicle.

The user-facing application will be very simpleuse. In fact, it would require the minimum qualifiions to operate.
ZPOD aims to provide the user experience in m@tiphguages instead of just plain English. Thi$ eélp people in the
remotest areas who are not familiar with Engliststéad of having plain text, the interface willoahow symbols and
lights to guide the user through the diagnosis ggecThere will be easy tutorials to provide gua#ato the new users.
These tutorials will be created with large icond aneresting animations to help users.

The ZPOD is the only remotely controlled machin¢hvduch a huge variety of sensors and technolog@fowing are
some of the most innovative features of the ZPOD:

1. Remote-controlled X-ray: ZPOD comes with an X-ragdule attached to the machine. Doctors can remotely
control to move the X-ray module and make adjustsdar the patients looking for an X-ray scan. This
eliminates the need for a medical professional wheds to be physically present on the site to opdha X-ray
module. The people from the remotest locationsataat the chance to get an X-ray, ultrasound, EEG,

2. Remote-controlled ultrasound: An ultrasound belilso present in the ZPOD machine and it can bérated
remotely. Doctors or medical professionals can stdjie ultrasound belt remotely according to thiéepa To
obtain the best ultrasound images from the pasdyity, doctors can control the pressure.

3. Advanced Interface: The device will be equippedhwd microphone, speaker, fingerprint scanner for
authentication, retina scanner, camera, printedt, atouchscreen. This provides 360-degree commtistcand
security measures. Any communication gap is alisoighted and video calling narrows down distances.

Medical Coordinator Application (Middleware Applica tion)

The SYMPTO engine comes with a middleware appbecatalled as “SYMPTO Connector”. SYMPTO Connectsesi
Java, a programming language developed by Sun Bfistems in 1991. This language stands as classsbabgect-

oriented and developed to have minimum implemeasatependencies. Using Java means we can develdplamo
programs that could be used in any operating sysiume to this great compatibility, more than 3ibiil devices are
running Java. Java consists of a compiler, an gixgcengine and a bunch of libraries. These rieimdard libraries make
it easier to code with Java. This is why the tedi8OMPTO has chosen Java for the middleware appica

SYMPTO Connector communicates with SYMPTO engirser dacing 1oT application like ZPOD, and exterrmaddical
institutions and devices like hospital beds, etgqrbvides various interface APIs to enable dateharges among the
entities involved. SYMPTO Connector is modular ature and can be extended by external developaiaRis.

The future of Project SYMPTO

The project SYMPTO has very ambitious objectived aims. It could become one of the greatest reianlstin the
medical industry. People from the remotest aredlsbeiable to take the best benefits of SYMPTO pademachines to
receive proper healthcare facilities. The patiemils be diagnosed and, in some cases, treated edynatithout even
having any doctor’'s presence at the device sités Thuld be a great achievement for an instantoresp during an
epidemic. Medical professionals would not have itk their own lives and visit the place. SYMPTO moed loT
machines can help patients, prescribe medicatindsrecommend I0T medical centers like extended Z&®@Dprovide
treatments. People wouldn't need to go anywherdghfermedicines since the machine itself could dispanedicines. In
case, of a medicine shortage, the nearest warelcansgeliver medicines to the machine or doorstepeopatient.
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4 : Zpod mohile app - A standalone app with option to get portable sensors connect to Medpods Cloud Server

5 : Zpod mohila app far doctor - A standalone app for doctor ta check patient racord, prescriba medicine atc.

6 : Zpod web app for doctor - A standalone web app for doctor to check patient record, prescribe medicine, etc.

7 : Centralized warehouse to store prescription medication
8 : Unmanned Drone to deliver message
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What’s New?

Computational Storage

Computational storage is an information technol@@y architecture in which data is processed atstioeage device level
to reduce the amount of data that has to move leetlee storage plane and the compute plane. Theofamovement
facilitates real-time data analysis and improve$gomance by reducing input/output bottlenecks.

In many respects, a computational storage deviog lowk just like every other solid state drive (9SBome products
have a large number of NAND flash memory devices #ttually store the data, a controller that masagiting the data
to the flash devices and random access memory (RAM)ovide a read/write buffer. What is unique @bmomputational
storage devices is the inclusion of one or moretiroate processors. These processors can be uspdrfarm many
functions, from indexing data as it enters the a&gjerdevice to searching the contents for speciftdes to providing
support for sophisticated artificial intelligeno®) programs.

Computational storage products and services aréngfdo appear on the market and the ability tegnate them is still in
the early stages of development. However, withglmving need to store and analyze data in real;titlme market is
expected to grow very quickly. As of this writingpmputational storage can be implemented by usihegal two key
products currently being defined by the Storagendeking Industry Association (SNIA) Computationab&ge Technical
Working Group (TWG):

More athttps://searchstorage.techtarget.com/definitionfoatiational-storage

Conversational Commerce (Voice Commerce)

Conversational commerce is the process of intergatith a brand or buying a product or service tigio non-traditional
channels, such as voice assistants, SMS text dime@nd social media chat. Usually powered byfieidi intelligence, a
combination of technological advances and consupneferences paved the way for conversational coenty gain
traction, primarily in B2C retail. It works by camsers choosing a non-traditional, one-to-one chiatinmteract with a
business and to complete a purchase at their oeedsand on their own time.

More athttps://searchcustomerexperience.techtarget.comitilgfi/conversational-commerce-voice-commerce

Passwordless Authentication

Passwordless authentication is a verification pgedtkat determines whether someone is, in fact,théyp say they are
without requiring the person to manually enterrangtof characters. Authentication methods inclbaenetrics, security
tokens and piggybacking off of another applicatssryvice or device which has already authentictitediser.
Passwordless authentication is commonly used onlendévices such as smartphones, tablets or lagtopgpplications
such as Slack or WhatsApp. The benefits of usirgwardless authentication include:

* Improved user experience (UX).

e Faster login times into applications or devices.

e Less maintenance of passwords required for IT.staff

» Reduced chance of phishing attacks, password rerysassword leaks.

More athttps://searchsecurity.techtarget.com/definitioapeordless-authentication
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Digital Transformation
The New Oil: Refineries and Engines to Tap into this Source of Power

Mr. Venkat Krishna
Principal Consultant — Digital Transformation & Ayiéc
Co-founder of PQSI Digital Private Limited
venkat@pgsi.in

Introduction to Digital Transformation

Let's start off by acknowledging that there is neanimously accepted definition of Digital Transfation. Internet
searches for a definition of Digital Transformatibring us to some common themes: reinventing basimgocesses,
bringing about a cultural change and cloud comufithis is a good enough premise to get started.

Let's get the fundamentals right and the boundatédmed:

e Why reinvent a business process? Clearly, to delgreater value to the customer. Why? Is our custom
suddenly demanding more value — Yes, they are. H@n? it just another phase of negotiation — Nioe t
customer is armed with information now.

« What is the cultural change? It is the much-neededple transformation — digital fithess is becoming
mandatory section in all resumes, highlighting remwvof skills needed to survive, flourish and Ibadinesses as
data becomes ubiquitous.

« How much of it is driven by technology? loT, Big tBa Machine Learning, Analytics, Mobility and Cloud
Computing — what is the right mix of technology forccess.

Digital Transformation — It's Many Avatars
Digital Transformation manifests differently in flifent domains. Disruption of information asymmetupskilling blue
collar, demanding white collar to be cognitive atwative, delivering permission-less decisionsddmei islands of

digitalization, Industrial Internet of Things (IIQ;TIndustry 4.0, Living-breathing data systems,g&nSource of Truth
(SSOT), Provenance of Data and more.

DIGITAL TRANSFORMATION

Avatars & Disruptive Optimization of Business

UBERIZATION

INDUSTRY 4.0

DISRLIPTION CF INFORMATION ASYMMETRY,
DEMOCCRATIZATION OF MARKET PLACE AND
INCREASED FOCUS DM OPERATIONAL READINESS

DATA EXCHAMNGE e MANL FACTURING
PROCESSES, PROCESS AUTOMATION, CYBER-
PHYSICAL SYSTEMS, 1OT, CLOUD COMPUTING,
COGNITIVE COMPUTING & A / ML,

CULTURAL TRANSFORMATION

ANALYTICS |S THE REFINERY THAT BRINGS
INSIGHTS AND FORESIGHTS FROM DATA. YOLU
CONSLIME ANALYTICS AND YOU DELIVER
DECISHONS TO POWER YOUR BUSINESS.

BLOCKCHAIN

ASHARED REALITY BETWEEN UNTRLUSTING
PARTIES — A METHOD TO LOWER UNCERTAINTIES
AND HASTENING WALUE EXCHANGE
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Let's explore some real-life transactions and seeg they are being transformed:

Use Case As-Is To-Be
Hou_rly patrol W't.h a digitized measure_me‘néensors beam data to a historian server —
device checks vital parameters and writes : : . i
gqe log. Machine learning differentiates

Condition a log book. Diligence is often compromise ; .
o A S fommon cause and special cause. Special
Monitoring and justified as operator instincts. Lack |0 .
. | Causes become tickets or alerts based on
reliable data makes root cause analysis_a = - ;
charade severity, recurrence and time elapse.

GPS and Telematics generate live data
Samples are picked at different stages| about transport conditions and route. Live
Food Safety food moves through the supply chain tdata streams are disintermediated into
check for contamination. blockchains and, smart contracts enforce
shipment rules.
At the start of a production batch, a samp eomputer |_ntegrated _manufacturlng an
o ; ."l6g machine condition, production
guantity is produced, put through inspection, =..
. I,Settings and product parameters. These
Set up approval | and report is approved before full scale

) . /"Can be transported across a network for
production starts, simultaneously creatin .

. e analytics and setup approvals and for
production losses.

production patrol.

Tool utilization is measured as elapse timeive monitoring of critical to quality

or number of parts produced. Expensjveroduct parameters can monitor and
tools may have life left behind depending opredict tool life cycles, extending

a number of correlated parameters. utilization and also preventing defects.
Digitalization has created data disconnecteat level traceability if not piece level
data islands. Traceability requires manu&laceability on demand with logs
stitching together of data across procesempiled across process value streams
value streams, incurs time. and stored in big data archives.

Industry 4.0 technologies create

Paper logs are data entered to spreadshe”e]Fsa(‘:]ratlon of data across manufacturing

MIS and analyzed offline. Report generatioﬁro.cesses’ use cognitive computing e_md
) : eliver insights and foresights in
incurs time and effort.

capsules. These capsules are context
specific and can be delivered in devices.
Most commonly seen as prints of logs, ofteA Voice Assistant powered by machine
Reports accompanied by analytics capsules in tHearning and percolation algorithms,
form of slides. presents insights, foresights and trends.

Tool life cycle

Traceability

While it took us twenty years in India, from oursfti e-commerce store to the Billion Dollar Days, algandoned our
beloved landlines for smart phones almost in aflas

Information Asymmetry and Uberization

Information Asymmetry is when one of the two partie a value exchange has an unfair advantageamuatinformation
that the other party does not have access to. lhahalace models, popularly referred to as Ubdiomaof a business,
transformation is about disruption of informaticsymmetry. The Digital Market place — the platfomnables democratic
distribution of information bringing fairness, imase adoption and optimization to value exchange.

Let's use the most popular Digital Market Placeailld Cab services to take a closer look at Diditainsformation.

The consumer is now armed with data on number lo$ @athe area, typical cost to reach the destinadind offers from
competitive providers. The provider has clues tglesent at the right catchment areas at the tilgiet Uberization is not
to be confused with market places which have egstorever, in that, market places brought competibffers to the
buyer’s consideration without addressing informatasymmetry. These competitive offers were oftendeiv dressed
back stage.

The consumer was paying a premium for being onwtheng side of the information symmetry. As a consage of
transformation, the provider must now focus on apenal efficiencies to stay relevant. Operatianafficiencies are not a
mere setback, they decimate.

Trade unions that protested standardized rate tstesc proposed by the government, that opposedredeimabs and
rickshaws have been washed over by economics -ttlodyave been uberized. You can now get your dretibreakfast’
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at proximity to your business location at a fractad the price you paid your preferred ‘hotel’. @rser loyalties belong,
albeit fluid, to providers of information more thproviders of products and services.

Where do you stay? Oyo. Where do you eat? Swiggy Hid you get here? Uber.

Data is Ubiquitous — How did We Get Here?

It all started withDigitization, which is, conversion of data from analog to @ibhits, driven largely by electronics, for
example, a digital micrometer.

It evolved intoDigitalization, which, is transforming a business process todmelacted in a digital environment — aka, a
computer, a smart phone and more recently, a vagsistant. For example, e-commerce, social mediapayment
gateways.

Digitization and Digitalization have been aroundr fa while. Programmable Logic Controller and Autdivi®
Manufacturing gave birth to PLC and the originakams of large data back in 1968. In the subsegl@nears we kept
harvesting new sources of data and woke up togizlthbeing strewn all over.

Big data and blockchain, are both more than 10syelat. Computing power and the advent of afford&lidedata triggered
large scale adoption of data driven services, ng@estreams and business models.

It is now the era ofDigital Transformation, larger in its reach than Digitalization becauseincludes cultural
transformation. Digital Transformation touches upawost aspects of the ‘People — Process — Technalaafyix.

Often, when business leaders talk of Digitalizatiowl Digital Goals, they are referring to Digitabfisformation.

Machine Learning & Workforce Transformation

It is said, the so-called golden era, of the evotubf Artificial Intelligence ended as early as7#9 Dialing back a decade
or two, many anticipated that Al and robots woutddommon sight by 2020. In reality, we have sonzzyuogic in our
washing machines, some dishwashers have sensons, c@rs know how to stay the track, robots can piatt place,
machines are getting better at understanding rdturguage. It seems, Al is not here as promised!

Whereas, Machine Learning, a subset of Al is maeessible and is an active ingredient in Digitahri@formation of
business. ML can be often seen as hardware andaseftvorking in tandem. ML is the ability to receivarying sets of
data, and have adaptive algorithms that can comtioumake sense of changes in the process. A lhaf we see as Al
today comes down to Machine Learning. And, Machirarning sets the stage of next gen Atrtificial ligence. More
than technology, people, more than ever beforegetting ready for Al.

In Machine Learning, the role of a blue collarranisformed from, being a monitor of processes eantsporter of data to,
an agent of permission-less decision making. Llet& at monitoring in the context of Machine Leamiin greater detail.

Google has defined monitoring, in the context of/Ops, to comprise of and operate in three layemsnlogs, tickets and
alerts. Logs are evidences of functioning of a pss¢ a ticket pertains to an abnormality that dwgsvarrant immediate
corrective action whereas, abnormalities that nesthnt interventions are alerts. These three fapérmonitoring are
relevant for all kinds of monitoring — from traffto production, quality and financial markets.

System Log Ticket Alert
Traffic Control Constable’s da|_ly report | Riders found without 5-car pile-up du_rmg peak
back at the station helmets hour at an arterial route
. Inspection check sheets| In process: Parameter | Critical to Quality
Quality Control : o .
or a log book outside of control limits | parameter is unstable

As-Is: Monitoring is manual, bets on human diligence egldhbility of data output is questionable. Tickgtneration is
often a random exercise and driven by personal godnt. Inspectors may not have statistically védidaattribute
agreement and measurement systems may not comblyepieatability and reproducibility standards. rideare after the
fact escalations, and for many firefighting hasdmee business as usual.

To-Be: The log book in monitoring is automatically gerteth Machine Learning generates the tickets andkiidov
automation brings in an escalation matrix and tlsrow alerts.
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Operators are not required to monitor machines taimy an hourly log of time and temperature data teupervisor.
Telemetry would do that. Connected cameras genelate driven alerts to transform traffic policingaking it more
impersonal and smatrter.

Workflow automation also delivers an additional &fnby diminishing the ‘arbitrary’ in favor of staardization and
bringing up exciting possibilities of permissiors¢edecision making. Workforce is now upskilled &zidion making and
is comforted in the fact that Machine Learning oaliably differentiate a given data pattern asket or an alert.

Creative, Cognitive White Collar, Featuring Al

5%

255 SCHEDULING
AMALYTICS B ' 15%

REPORTS TEMPLATES

20%
PROCESS &
OPERATIONS

15% |
STATIONERY DIGITAL
80% *—— | TRANSFORMATION
CREATIVE & &
COGNITIVE ; w0

DIGITAL ISLANDS

20% "—/

DATA ENTRY : ggf -

17%
DATA COLLECTION

A consequence of partial Digitalization, data uhgdeg process value streams exist as disconnesiadds. 80% of a
manager’s time could be consumed by process ardliflatcycle, leaving the manager 20% of time tplgreative —
cognitive capabilities to deliver improvements.

Through Digital Transformation, machine learningsimess process automation, an empowered blue ®feeeing up
white collar space. White collar has to move fromagesses and operations to creative and cognitnéte collar has to
start forging partnership with Artificial Intelligeee. Al engines will be diligently learning from ik collar, can white
collar make it vice versa. If yes, that would be theginning of our evolution to stay relevant il #ra of Artificial

Intelligence. This journey of transformation cakeafter e-commerce adoption — 20 years, or thetgghane adoption —
in a flash.

In the end, these transformations are less abohhtdogy and more about us — the people. How satidegur enterprise
Digital Transformation lies in how People transfatmemselves.

Data is the new oil. Amongst arguments against d@higlogy, we should see there is a deeper coritikd. oil, data is

crude, it needs to be refined to become informatkmowledge (insight) and wisdom (foresight). Refinoil, a source of
energy, is only as efficient as the engine thasoares it. Refined data can become a source of gpaiyg for a Digitally

Transformed human mind.

Analytics is the refinery that brings insights dodesights from data. You consume analytics anddgliver decisions to
power your business. The big story of machinesgakiver turns out to be about people.

Industry 4.0

Industry 4.0 by definition, encompasses data exghan manufacturing processes, process automatidger-physical
systems, the internet of things (loT), cloud conmmutcognitive computing and artificial intelligemcln terms of multi-
disciplinary uptakes and scope Industry 4.0 coaldimong the biggest Digital Transformation exertaéen on to-date.

The biggest challenge for Industry 4.0 is pre-éxistsources of digital data in our value streamaniacturing value
streams are characterized by:

* Human Machine Interfaces that impose restrictianaetwork-based data transfer,
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* Analog measurement systems,

* Non-standard production design across value stre@hsering similar output,
» Dearth of network infrastructure — WLAN or Interreeinnectivity

» State of edge computing devices

*  General misgivings about hosted servers and clougpating

It is impractical to aim for complete transitiorofn islands of digitalization to 100% Digital FagtotJnlocking all your

machines to transmit condition monitoring streatagging all your process parameters to sensosmnttic capabilities,
lIoT enablement of all your measurement systemssthkdgets, effort and time. Digital Transformate@m be a long road,
all the more because it involves people transfaionanore than any other aspect of business.

While, Digital Transformation can be taken up dgpstep, some ingredients are time critical andhétational:

» Data in your value stream is your asset, when yakeninvestment decisions, choose products or i@t do
not entail additional costs for data access. ThEgrarisingly common industry practice that leasaslue stream
with islands of data. Integration of data streamsomes a challenge.

» Verify if machines adhere to industry standardshsas MT Connect — these standards ensure thatde¢ss is
seamless. MT Connect, for example, enables datesféiafrom machines using a standard network podt a
supports TCP/IP, not very different from our stamidaternet connectivity.

e Ensure your value stream has a sturdy network (WLAMvision — this forms the backbone of your Dagit
Transformation. With a backbone in place, old assah be digitalized and new IIOT assets added ewitie.

» Take informed decisions towards cloud computingecgically, work through notions that data stotedally is
somehow more secure than use of cloud servicesstRese to cloud computing adds to costs of digital
transformation.

» Before investing in analytics products, take stotlour databases — any analytics engine is onlyoasl as the
database that it feeds into

* Analytics projects are like banyan trees — as afjainotons that can live in constrained spacescéasc of
analytics is characterized by evolving scope, imteof more data points, expanding user base agddiiven
need for new data models and visualization.

 When you set goals for Digital Transformation, #sk important question: Are our expectations afustry 4.0
appropriately calibrated: is it going to be like@mmerce adoption of many years or is it goingedike smart
phone rapid adoption?

Modular nature of enterprise IT systems allow fodustry 4.0 to be a step-by-step exercise in toamsdtion, akin to
physical fitness. The first step of course is beiognpaperless

Paperless Transformation is a No Brainer

Going Paperless is a fair trade off between curséate and 100% Digital Factory. Paperless is al dost step towards
complete Digital Transformation and is soaked mrthality of pre-existing investments in analogides.

Most manufacturing value streams are on an unhgedltt of paper, there are check sheets, log bqwiksted reports all
piling into archives that block seamless flow dbwasiness process. Paper sheets are born as tesnglae! around as
stock stationery, walk around as check sheets, grmnog books, graduates to spreadsheets, gaghranalytics, become
slides, are printed again as posters, live in arceooom for many years waiting for traceabilityllly loaded, an A4 sheet
equivalent could incur INR 1000 as total life ticests.

A mid-sized value stream could consume:
» Push managers against cognitive and creative inotoegses and operations
» Keeps businesses firefighting as against continimpsovement
* Incur a person month of effort in data managemacoh &alendar month
e Create delays when traceability is needed for afibrs support and warranty

Part service warranties, Automotive recall and ltlrger tightening up of warranty laws mean new congmts of risk.
OEMs and large-scale manufacturing companies diirgout risk mitigation strategies, wherein TierTier 2 and Tier 3
suppliers are required to support evidences arwbafality requirements. A paper-based environmergsdnot support
reliable — immutable evidences of quality and makeseability a pain. Whereas, a paperless envieminenforces
adherence to standard operating procedures arapsel time and effort needed to support traceabilit

Paperless transformation as step-1 can delivebkagfits including:
» Transform quality functions from generators to aoners of data
» Shifts focus from inspection to continuous improesin
« Elimination if not eradication of non-value addiacfivities around data management
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» Enforce time value of data, improve reliability
» Support business process automation

Paperless transformation and upskilling workforee lzoth key result areas of Sustainable businesdipes. If you are in
exports, especially into Europe, your customerikisly to look out for and appreciate Sustainabiiitgrained in your
business culture.

Blockchain

Blockchain, the technology behind crypto curren@ash as bitcoin, is powering digital transformatia its enterprise

avatar. Blockchain brings about disruptive optirtima of enterprise business processes — espedrale that involve

highly distributed value streams. Blockchain createshared reality betweeamtrusting parties — a method to lower
uncertainties and hastening value exchange.

It is here that blockchain stands differentiatestrfrecommerce market places. In market places,ghe exchange is still
between the provider of the market place such asyefd a buyer, whereas, in Blockchain, technoleggbles value
exchange between untrusting parties.

In Governance, Blockchains will accelerate collap@stitutions and enforcements. The land regisfrthe future will
not be a government department but a blockchaiackg8hain is emerging as a technological institutiibat will push
human intervention (reference to permission-lessstin making) to the edges.

Blockchain is a distributed database that will hdagsdentacles into pre-existing information systesuch as ERP, CRM,
supply chain management, and payments bank ambegsoBlockchain architecture delivers these kenebits:

e Transactions are securely encrypted and repliGtesss many computers in multiple copies of a ‘tetg

e Transactions approved by Smart Contracts are hmddtlier as chains: For example, an order for mpnthl
fulfilment is connected to the annualised purchasger, price, budget approvals, supplier’'s quatipntrol,
shipment tracking, through to gate pass, incomirggenml approval, good receipt, invoice and payablegese
chains of commands are defined as Smart Contraetscannot be broken. Reconciliations are inbuiltl an
ingrained.

e« Completed transactions become blocks and are cdeumid the chain — they become immutable. To make
changes to a completed transaction, one does nsagoand edit a block, instead we create a newvgacion as
an update.

» Owing to the architecture, once data is writtehetomes nearly impossible to change, making itrg secure
system for storing digital assets (value).

» A blockchain might be implemented publicly, withénconsortium of participating partners, or as aterpmnise
solution within a single organisation acting asiatodian.

Technologically, much of what blockchain bringstte table has already been in use: data clusteplication, rule
engines, interfaces with different data structuegmlication interfaces have all been in use fonyngears. Innovation in
blockchain distills down to its capabilities as stdbuted database — ledger system that has deviadrformance
capabilities and, its highly secure encryption. KMuaf the Digital Transformation brought about byapthtion of
blockchains is the how we do business.

Smart contracts are computer programs that caruexécsiness contracts. In essence, they monitbderive data points
from pre-existing information systems. Rules reghtm events and trigger successive events. Smantr&s create
secure records and can be built to support thirty parification.

For example, a Smart Contract for vendor paymeryt Imeavisualized as follows
» Supplier side pre-dispatch inspection certificatates a shipment notification
e Logistics partner responds by sending a truck ¢& pp the shipment
e Customer responds by getting ready for incomingeation
» Digital gate pass permits entry of shipment afukdted time at the right location
* Incoming inspection clears the lot
* Good received note is issued
»  Supplier generates invoice
» Payable is created in the system

Here is a “Hello World” rendition of Smart Contratbm Solidity, an open source program to authod am Smart
Contracts for enterprise blockchains:
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pragma solidity ~9.4.16;
contract HellowWorld €

uint256 counter = 5; JSfstate variable we assigned earlier
address owner = msg.sender; //set owner as msg.sender

function add(] public { //increases counter by 1
counter++;

3

function subtract{] public { //decreases counter by 1
counter——;

H

function getlounter(} public constant returns {(uint256] {
return counter:

}.

function kill{) public { /fself-destruct function,
ifimsg.sender == owner) {
selfdestruct(owner);

1

End Note

This article is written from a practitioner’s poinft view. Digital Transformation is not an “if’ & “when.” It is NOW. It is
enchanting to see how large and small enterprigetheving and succumbing to different Digital fisfiormation
initiatives. It is not about size. It definitely it about technology. If there is just one takayviocus on people and
cultural transformation and do not make it yet Aroexercise of fancy nomenclature and Informatieohnology fads.
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What is Gig Economy: A gig economy is a free market system in which terapy positions are common and
organizations contract with independent workerssfoort-term engagements. The term "gig" is a slaogl meaning "a
job for a specified period of time" and is typigalised in referring to musicians. Examples of gigpkoyees in the
workforce could include freelancers, independenitractors, project-based workers and temporary ast-thme hires.
More athttps://whatis.techtarget.com/definition/gig-econom

What is 6G: 6G (sixth-generation wireless) is the success@Qaellular technology -- 6G networks will be aldeuse
higher frequencies than 5G networks and providstamtially higher capacity and much lower later@@ye of the goals of
the 6G Internet will be to support one micro-sectaitdncy communications, representing 1,000 timasgef -- or 1/1000th
the latency -- than one millisecond throughput. 8athttps://searchnetworking.techtarget.com/defini/
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Abstract

Master data has played a significant role in imprgwperational efficiencies and has attractedattention of many large
businesses over the decade. Recent academic relvésgsalso found a significant growth in the p@etnd research of
managing these master data assets.

MDM is a technology-enabled practice through whiclsinesses oversee master data assets and ersaetinacy and
accountability of the enterprise’'s shared data.efpmise MDM calls for the use of centralized gowsrce and
collaboration, also called the master data HUBesyist

Focusing on solutions to conceptual and real-wolidtacles and enhancing the management processonaibute to
deepening its applications and creating secureasfitable entrepreneurial communities.

Attention

Thus, the following article will demonstrate exaeglof good and bad practices of master data marageand the
possible consequences of both practices. The pairpfodhis article is no to endorse any producis ot to be used as an
enterprise MDM-related product guide. Business awraad process overseers, specifically practiteiérsupply chain
and logistics, enterprise architecture, and angrdiklds that contribute to enterprise architeetomay benefit from reading
this article. Senior and operational level managsh® are involved with accounts payable (AP), acts receivable (AR)
master data, or related areas, such as enterptegration, business intelligence, infrastructameg solution architecture,
may also find this article beneficial.

Introduction

Envision a company with bad data and perfect psoceapping. Such a company may suffer from lost megesince
inaccurate data leads to higher consumption ofuress, higher maintenance costs, negative publaitysocial media,
lower productivity, etc. The company would neecetase its old data and recollect new data, reguitimmore time and
money consumption. This is a red flag.

On the other hand, a company with good data angbarkss may spend a lot of time attempting tafyeitte process and
reallocate its resources to improve data qualityweler, this is not as expensive as fixing the digtih bad data.

According to Gartner research, “organizations lvelipoor data quality to be responsible for an ayeiE $15 million per
year in losses.” Larger businesses with many custsnemployees, suppliers, and multiple units ifioves geographical
areas are at a higher risk of encountering poar gaality.

“Master data is the consistent and uniform setdehtifiers and extended attributes that descrileectire entities of the

enterprise.”- gartner.com
‘ ..\.
]
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Fat Record: Businesses collect a lot of attributes necessaryhigir requirements. Depending on the businessenah
master, article master, business partner, andtladlr assets need different attributes. For examplerial master data
usually uses more than 250 attributes, which magléet data, sales, purchasing, accounting, wasshdata, etc.

A Fat Recordwill hold many attributes, depending on the busieHowever, if we are unable to manage the busines
critical attributes effectively due to the huge aiily and unstructuredness, the business and dastotight not know the
significance of the business dependent attributes.

It is extremely important that large attributesaafy business object are kept in a concise, busorégsal manner.

Federation of Elements and RecordsOrganized view of elements and federation of fural elements are key concerns
for business groups and the data custodian. A bssirentity’s grouping, classification, and hiergratan make
assessment, auditing, and overhauling simple. @etiita elements of the object should at the tajh@schema and then
categorized by functional grouping.

Half-finished: Information should be complete. Missing data cad o misleading analysis and results. Businessest m
spend time and resources attempting to recreatesgoder the lost data. Some businesses may nailley to do so and,
instead, may leave these records unused. Thuscéstlin productivity timelines, loss of trust frasustomers, and data
repair/replacement costs are all effects of urtfieisor missing data.

Data is a digital asset that is any kind of infotior In any case, every member information isdvalnd indispensable.

Suppose we have incomplete equipment master thatapre functional attributes such as type, fungti@pacity, and age
could be left undefined. This causes ambiguityhm ise of the equipment and is harmful for business

Ownership & Accountability: Unsteady Ownership and Accountability lead to fiaished and therefore, unused
records. Businesses with customized, effective gmrece models will have higher quality data, simanagement

responsibilities, roles, accountabilities, datavl@nd other guidelines are strictly defined and ipuaction. Governance

operating models provide increased effectivenedsraproved coordination, leaving little room forstakes.

It is highly encouraged to improve data qualityothigh establishing structured schemas, a hierarEhgsponsibilities,
process flow documentation, and a clear sdtowbo& Not to Dotips.

Track and Profile: To avoid inconsistent, inappropriate, or half-fiesl data and to have quality data, we need data
profiling and change tracking, that is keeping krat who, what, when, and why.

Metadata, Schema and Model: The foremost objective of a scheming data modetoismaintain an accurate,
comprehensive representation of the objects irafipdication. A poor data model leads to deprivet.davery data object
has its own schema attributes, and set of keysed@bjeed to be keyed accurately- primary or foreiye then need to
identify and define the relationships and assamiatibetween different such objects in the entirealbese, creating
organized schemas.

In an enterprise, objects can be a multitude afghi Hence, it is crucial that detailed informatregarding each entity is
stored in the database and characterized into wafields, called attributes, whose details arannorganized manner.-
possible by skilled , not data operator.

Metadata that is data about data. An example sfishilata type, which can be char, text, or numeric

Once again, to avoid inconsistency, the model shdwdve reference values, key mapping, hierarctgssdication,
grouping, etc.

Duplicate Record: There are a lot of possibilities through which melsoin a system can be duplicated. In additiorhéo t
list of causes of poor data and a bad processjcditplrecords and validating duplicates can alsaltén lots of time-
consumption. Duplicate records may be a resultnpfredictable source data and inadequate referex@tdiararchy data
due to heterogeneous systems such as the varigdctdrization of special characters, punctuatiomsise words,
abbreviations, and some identifications. Transfagmand substituting such sources/buzz words mayceethe risk of
creating duplicates.

Sevenkey sources of duplicate occurrences during rugttim
a. Lack of ownership & accountability.

b. Lack of skills - ownership comes from skills
c. On-flight urgency
d. Inconstant change tracking & monitoring
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e. Absence of data profiling
f. Bad configuration/set-up
g. Not having real-time data enrichment with third pasystems.

Defining a desired level of matching across recamts identifying duplicates can help correct andigiduplicate entry.

In the digital age, companies are cold-shouldethmgy quality of resources (relevant & skilled) artieal traditional
techniques and simply looking at new tools and reftgies to acquire data. However, the quality dbimation is a
success key for any organization, and avoidingligted causes of poor data and a bad process dpnubeocus on
improving data quality.

As we have learnt from master piece of wooden b{bckv precise it would be) for casting, master dddgect should have
perfect dimensions (99.9%) and unique (single tafittecord) in today digital world.
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Al is slowly increasing its presence in all aspeftene's daily life and the beauty of it is that many are even aware of
its presence. For those in the software fields ilikely that everyone will encounter an Al apptioa sooner than later.
While Al weaves its “magic” and spell bounds use dey question that stumps software engineersciglyethe quality
assurance engineers ‘islow do we ensure “magic” is working as expected?”

To answer this tricky question we need to comprdhére underlying assumptions and dependencies tificiat
intelligence solutions. Moreover, we need to uniders why traditional testing methods will not wankmost Al projects.
This article aims to give a point of view (PoV) threse points along with some strategies and tebtsgpractices that one
can adopt while building Al solutions.

The Rise of Al — Changing the status quo in the téag domain

For decades, in the pre-Al era, software profesd#onuild system that they could control in almeatry aspect. Data was
limited, engineers knew what to expect in all scEsaand solutions where “hand-engineered” to betessexpected. The
systems were built with great precision, coveringshscenarios. Quality assurance testers knewlgxalcat needed to be
tested and more importantly knew what the expectegbut is. However, all that changed in the Al ared many
assumptions in the pre-Al era suddenly became etesol

e Solutions need not be 100% accurate to move into pduction: One of the biggest shift in the Al era is the
acceptance of a solution that is not 100% accwiat@ the time. For quality assurance professisnidlmight be
difficult to comprehend this detail. The reason whp0% or even a 70% accurate solution might beirgat
production is that the benefits, be it an incremsefficiency or reducing operational cost or eveiproving
customer experience, more than compensates thet effeaving an imperfect solution in productiokloreover,
Al solutions are expected to improve over time“8alf learning” and feedback mechanisms.

» Testing everything was difficult before but imposdile in the Al era: One of the key differentiators of the
under-lying principles of building Al solutions atke dependencies on data and the critical rodaifs on the
overall solution. In this data intensive era, ttigical component of the solution continues toupgredictable in
production. Just take the example of a chat-bet document classifier. The permutation of possiédiincreases
exponentially as we move from words to sentencesn fsentences to paragraphs and from paragraphs tq
documents (as depicted in Figure 1 below). As stioére is no practical way to test every permutatmd
combination.

Permutations on
entities increases
exponentially as we
mave davwn

Comparatively lemst complex

— - Words makc up sentences
Not practically o compbxi'_ly NCresses
possible to tast all ex?;:nen:alhr comparec to
possible permutation only words
combinations

Paragraphs makes up decuments
Complexity increases exponentially
compared to enly document

Figure 1: Complexity Increases Exponentially
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Deployed solution evolves in productionOne assumption that quality assurance engineexd iassmake was
that the solution that they sign off would remaimstant until the next release. However, most Adtfans have a
feedback loop that constantly evolves over timestamn incoming data feeds. The same input needivetthe
same output always. We cannot do away with thidf-fsarning” feature for the sake of stability iesting,
because in most cases, it is what makes Al “mdgical

The technology and data also drives the solutiorPreviously, business was the main component trated
solutions. As such, quality engineers needed tavkin@ business to ensure that the solution beiilgdmrved the
end goal. However, today, apart from business,n@olgy and data are also key drivers. As such, Q@direers
of today, not only need to understand the busibesslso the technology and data behind it. This $hift from
the earlier expectations of QA engineers.

End users can influence the way the solution perfons via Information Poisoning: End users can influence
the way an Al solution performs in the long rurpedally in un-monitored self-learning systems. Egample, in
order to popularize any item in an e-commerce site, can use bots to retweet, like or share tease the items
ranking unethically. Similarly, biases in samplairting data could cripple a solution in the craddéases are
often amplified in feedback loops, leading to béhdecisions. Human need to continue playing acetitiole here.
Today, most systems continue to have humans itoteto ensure that the Al solutions are progressinthe
right direction. These concepts would be new toégpdineers who have only worked on traditional aggpions.
Explain-ability and reproducibility of bugs not so straightforward: In traditional applications, non-
reproducible bugs are rare. One of the expectafimms the QA engineer when logging a bug will beefs to
reproduce the defect’ and the development tearndsumtable to explain the reasons for the deviatitowever,
this is not so easy in Al solutions. The end sohutis often a “black box” that comes out with thestprobable
answer. Expecting an audit trail is not so easilibased solutions leveraging technologies likepdiearning.

Best practices for testing Al applications

Technology has moved on. Business processes hasdnoov Methodologies have moved on. It is timetésting practices
to move on as well. Over the last few years, Augohs have challenged the status quo of existiAgp@dcesses. While
many companies have come out with their own Alingsprocess, there seems to be no global Al testiethodology
accepted across enterprises. As such, rather tirae ap with another Al testing process, we havéllggted some best
practices and points to take care of while testihgpplications.

Change in the testing mind-set, from Determinist toStochastic: This is perhaps the biggest change that any
tester needs to undergo to be good at testing AliGgtions. Traditional applications in the pre-éta promoted a
deterministic mind-set that expected QA engineer&rtow what to expect for every input. Every tease is
either a ‘Pass’ or a ‘Fail’. Every ‘Fail’ has thetpntial to delay moving into production environrhetiowever, in
the Al era, the results are based on probability tatistics. A ‘Fail’ in the testing environmeratrcvery well be a
‘Pass’ in the production environment in future nasre data is available. Any deviation from “as eotpd results”
is not necessarily a failure, but rather a pathttersystem to improve and evolve.

Understanding how critical data is in Al solutionsand building test cases to test thentJnlike in normal non-
Al applications, data plays a very critical roleAhapplications. They can make or break your solutHowever,
chances are that testing teams will not have adceastual data and would need to prepare datdoaslg as
possible to actual production data. Here businessviedge and changing trends becomes even morertampo
Test data preparation would require QA engineersaiee an in-depth business knowledge of the use aad
understand the mind-set of the end user. Moredvesr important for them to evolve the testing datds as well
to ensure that they are testing based on the ahgniginds. Apart from this, teams need to monitotiouously
to see if the dataset used to train the modelasedul. If a model is trained on a data that is dirésased, the Al
solution will also be biased. For example, an Alugon trained to predict the acceptance or repectdf a
candidate based on historical data could most fghiae biased in favour of a particular gender. qimlity
assurance experts, it is imperative to understaedbusiness and possible implications to ensursethxas
scenarios too are tested as part of the QA process.

Adopting continuous testing & monitoring: Testing never ends in an Al project. Unlike normadjects, the
system evolves over time based on feedback. As, siictemains critical to have a testing processt tha
compliments a typical Al project. As the system lgge continuously, we need to ensure that the Atiehds
evolving as dynamically as the external environmBised on the use case, testing needs to adepstoe the
various metrics like precision, recall, and f1 sca@re met to avoid adverse effects to the busibessd,
performance and compliance. As business gets néay ldbecomes imperative that the model be rewwdito
adapt to the new data trend.
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Testing a continuous process
as the model needs to be
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Figure 2: Continuous Testing Post Model Deployment

As highlighted in the above figure 2, even aftepldgment, the Al lifecycle does not end in mostesasThis is
especially true for solutions that depend heawilydata. Just as an Al solution evolves over titnis,important to
have a continuous testing phase to ensure the nea@dlition is in the right direction. Post deployrheA/B
testing and regression testing plays a critica molthe continuous testing phase.

Document the exit criteria precisely early on in tle SDLC: In Al solutions, as highlighted earlier, a 80%
success criteria would be sufficient to move frome gtage to another. However, how can one measigr8d%?
This criteria needs to be grilled down very eantyio the SDLC. If the output consist of many comgats like in,
for example, information extraction solutions, weed to understand what the acceptance criter@ isafch of the
output component. Should some output componenOb&olaccurate always or are there components tleat &v
50% accuracy is acceptable? This acceptance tHdesbeds to be defined early on and the expectditoset
(and documented) with all stakeholders in the depitpse itself.

Pilot first within organization or beta crowd before going to complete public:As Al solutions are so heavily
dependent on data; solutions built for differengaotization will be different from one another (ldhsmn the
underlying data). Therefore, one’s earlier experemwould not be an appropriate indication of futauecess.
Couple that with the fact that the solution willtii@ having 100% accuracy from day 1 and we caenstahd the
uncertainty one needs to deal with. Today socialisnexposes technology failure and these unceaicbuld
lead to bad marketing and branding exercise. Hgslaening to first expose the Al service to a coltéd group
provides the QA team with an opportunity to test slolution with actual data and identify fragileinds, if any.
As such, if one’s team is closely linked with thestomers in defining the roadmap, one should ceytai
encourage this practice across.

Educating customer and managing customer expectatis: Al is undoubtedly in a hype phase. Perhaps the
most important step that any team building Al solg should ensure is to maintain a realistic etgiem with
the customer. Committing to 100% accuracy in rexjugnt phase (without analysing the data) could ideoa
false narrative to the customer that Al is notacklbox and we are completely in control. Unfortehg that is
not true today. Al is in fact still very much a tkabox that we can control only to a certain extévibdel
accuracy is highly dependent on underlying datanddeeducating the customer of these dependencysfarm
critical first step for most Al projects. Moreovet,is important to take into account the outpuvidgons that
exists in Al projects and educate the customehe$e¢ deviations

Ensure a smooth handling of exceptionsTesting every permutation and combination in arpAdject is often
not possible. Hence, it is important to ensure #maexception-handling scenario exists to enswakiththe worst
scenario, the BAU process is followed. Handlingsath exceptions needs to be done in a seamlessemenn
ensure that customer experience is not lost imti@e process.

Risk based testing and the need for QA engineers tmderstand Al technology: It is not possible to test every
scenario in an Al solution. Furthermore, in ordebteak something you need to understand the fdiomdaon
which the code is built on. Traditional applicatiouilt their code/use case based on business. &g saditional
QA engineer needed to understand business. Howewvére Al world, the Al application is built on @aand
underlying probability algorithms. Hence, QA engirewith an understanding of the underlying datesibdata
analytic skills) and some deep learning/machinenieg principles would have a better intuition thtese QA
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engineers with no Al background. With limited tiragailable, this intuition would play a key role ¢gapturing
critical bugs early on in the testing phase.

» Training datasets needs to evolve as welln traditional projects, creating data sets is oft¢én a continuous
process. It's built during the initial phases oé tbrojects and is used during the testing phaseeMer, in Al
projects, data plays a critical role. As the trefdhe incoming data changes over a period, it beconperative
for the testing to capture these trend changelseim testing data as well. Teams needs to incotpdhés change
in their testing strategy.

Conclusion:

QA teams in traditional projects had a mind-sedde things as black and white. However, in thera] solutions outputs
are not perfect. Seventy percent accuracy withedtfack mechanism might be an acceptable metriggdoimvard. QA

activities will undergo a dramatic shift in the Ata. QA engineers need to change their mind-satn I&l technology
concepts, bring changes to existing processes amage customer expectations. QA engineers certhang their work
cut out in the Al era!
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Introduction

The Internet of Things (l0T) is pervading everydifg of both end-consumers and enterprises as #ie technology for
“Digitalization” [1]. With the cost of sensors cong down, cloud technology becoming more matureaciy of internet
becoming better and computing platforms on botludland edge becoming faster / cheaper / more algilthe whole
system is poised for a disruptive impact acrossstries. Different Industry verticals are seeinffedent business value of
using IoT using the context-aware “Sense-AnalyzegRad” cycle [2], where Sensing is via I0T, Analygevia Atrtificial
Intelligence (Al) and Respond is either via humaseiop visualization or via robotic actuation.

In an earlier article in IEEE India Council Newsézt (Apr-Jun 2018) [3], we had presented “Cognitled”, which
discussed about promised benefits of marriage ®f with Al. As that promise becomes reality in preef the true
business benefits of such systems are emergingy alith some practical problems that need solvimgthis article we
present real-life use cases for Al-based analyiitdoT data and try to elaborate the practical |[mois associated with
such implementations. We focus on two industryigald — Healthcare and Manufacturing as use caseglars.

Motivating Use Cases

According to World Health Organization (WHO), nooremunicable diseases (NCD) are becoming the bigiest killer
of humanity — of every 100 deaths occurring in Warld (including accidents), 71 of them are caubgdNCD like
cardiovascular disorders, diabetes, old age prahlemurological disorders and musculoskeletal des@r [4]. The main
problem with NCD is the fact that they are veryeoftasymptomatic in their early stages — by the taymptoms are
manifested, the disease has already progressedhéanther hand, if the disease was detected ity etalge, simple
lifestyle changes are often enough to control tisease. Most of these diseases have very welllisttat gold-standard
specific tests to diagnose the disease onset (E@ysis and coronary angiogram for cardiovascutablems [5] like
atrial fibrillation and coronary artery diseaseyg®metric tests for detection of dementia and rodgnitive impairments
[6] in elderly people). But the problem is that peodon’t know they have the disease in the eafyrgptomatic stage and
hence they don’t consult a doctor for having thiesés done as a screening mechanism. Hence themeeisd to create Al-
based screening algorithms using easily availabta ¢fom wearable sensors and home medical dewvidd@sh can be
comfortably used at home as a screening mecharosrthé above-mentioned conditions that can suggbsther to
consult a doctor.

In the manufacturing world, there is a similar gesb of predicting machine health that can help iarenefficient
predictive maintenance of machines [7]. A spegificblem in this space is prediction of the “remagauseful-life” (RUL)
[8] of machines and machine parts using variousaedata like vibration, current load, heat / sogederated etc. Al
driven predictive analytics of the sensor dateofeftd by multi-sensor fusion can yield reasonabfjhtdccuracy for RUL
prediction. Similarly, real-time control of procegarameters to improve the quality of the finaldarat based on sensing
the product quality is also an important use caserfanufacturing [9]. Creation of such control altfons can immensely
benefit from Al driven inferencing based on leaghfrom past data.

Implementation Examples

There are now very good instances of detectiontridl dibrillation (AF) from single lead ECG datdhere was a global
challenge arranged by Physionet [10] in which peajgled supervised deep learning and traditionahimadearning based
algorithms to achieve nearly 85% accuracy in detgoAF [11], [12]. Similarly significant accuracyak been reported for
detection of coronary artery disease using supsdivisachine learning based classifiers (85% usig leart sound from
digital stethoscope [13], 95%+ by augmenting therhsound with electrocardiogram (ECG), photoplsthggram (PPG)
from pulse oximeter and patient family history kriegge [14].

Similarly on RUL estimation of machines, mean ageraercentage error (MAPE) of 19% has been repavittdFalse
Positive Rate (FPR)in real-life datasets using suged machine learning techniques [15] [16]. Ateiasting example of
real-time process control using Al and 10T is tlse of Friction-stir-welding quality improvementsing Friction-stir
Welding machines where physics based modellinga@d by machine learning based techniques can yigbdoved
results [17].
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Practical Points to Ponder

As Al based analytics of loT data starts proliferatthe industry, there are some interesting pratissues cropping up
that need attention. Many of these are open questidich the practitioners need to ponder over.li¢tea few of them
here.

1) Trust and Liability of Al-based Inferencinglt is very unlikely to create Al-based inferemgithat is 100% accurate.
But this brings in an inherent unpredictabilitythre behavior of the machine deploying the Al. Ttases a bigger
guestion — as human beings are we ready to trushimes that are intrinsically unpredictable [18]hd&\Wvill take the
liability of decisions made by Al inferencing? Fexample, if Al predicts a person to have certamilof disease, who
will take the liability of false positive and falseegatives? In all such scenarios, Al should notsben as an
independent inferencing system, but an aid to huimdémop decision making — in the healthcare example can
think of such an Al system helping a doctor to takeore informed decision about the patient widility of the
decision remaining with the doctor.

2) Interpretable Al- The idea of human-in-loop inferencing using Ainlgs in another issue — will the human experts
(like doctors) be comfortable with Al systems tdan’t have interpretable models? Without that, ékperts cannot
relate the Al driven inferencing to available basfyscientific knowledge (like medical knowledge Achine design
knowledge). Many of today’s deep learning systemsensor data cannot provide such interpretalaitity hence may
have acceptance issue in the expert communityhasnan-in-loop inferencing aid [19]. As has beerhhghted in the
recent ICML workshop on Human Interpretability inabhine Learning [20];Supervised machine learning models
boast of remarkable predictive capabilities. Buhgau trust your model? Will it work in deploymehthat else can
it tell you about the world? We want models to beanly good, but interpretable. And yet, the taSknterpretation
appears underspecified.”

3) Understanding the Sensor Signal MorpholegyDeep learning based Al systems has shown veog gesults on
human-generated data like images, text or speetiiclfjwhas an inherent structure governed by somes rlike
language etc.). But the same cannot be said yeteiosor signal analytics systems where lacks aetkfstructural
model due to varied signal morphology. As pointeti ly Prof. Josh Tanenbaum, at MIT [21There’s no way you
can have an Al system that's human-like that dadsave language at the heart of it. It's one of thest obvious
things that set human intelligence apartWhen we deal with raw sensor data generated nbturgla machine or
human body, such structure is lacking, thereby nmakd difficult for deep learning systems to derivalue from it.
Hence there is need to augment deep learning tegedthms with traditional signal processing basggroach for
sensor time series data — such hybrid approackedraady yielding good results [22].

4) Non-availability of data and labels Availability of sufficient data to train Al motkeis always a problem which is
more pronounced in deep learning based systemen Ewata is collected and models are trainedofar scenario
(may be one type of factory or health data frompbe@ particular country), there is no guarantes such a trained
model will work in a different but similar scenar{another factory with similar machines or anotbeuntry with
different demography people). This raises somevery important but practical aspects —

a. Few-shot learning [23] and Meta-learning [24] — t8yss should be able to learn quickly on a few msta of
training data and should be able to use meta-krdpel@available to augment the data learning.

b. Unsupervised learning and Transfer learning — 8ystshould be able to infer reasonably in the alesehtabels
or where labelling can be done on demand by hum@erts on a reduced subset of the data identified b
unsupervised approach. Transfer learning technigaeshelp in re-training existing pre-trained medebm one
scenario dataset with a small representative daita the new scenario.

5) Al at the edge- Edge devices / on-premise devices play a laoge in I0T systems. In the context of Al based
analytics, they play significant role to provide
a. Low-latency, real-time inferencing needed for loffivdn process control systems.

b. Low-battery consumption that is needed for enemystrained devices like wearable and implantable.

c. Privacy-preserving analytics as the data doesaantel the edge / premises even for analytics.

Al at edge either needs special technique to cossptte Al models enabling them to run on constrhedge devices,

or have dedicated low-latency, low memory inferagcalgorithms, or have special purpose hardwarelaors in
the edge [25], [26]. In order to reduce the enecgpsumption by significant order, completely nevogassor
architectures called neuromorphic [27], that mirthie brain in hardware, are been used to designalgws - such
chips, coupled with new sensing techniques calfgkirey sensors and®generation brain-inspired neural networks
called spiking neural networks (SNN) [28] hold fivemise of disrupting the low-power edge Al teclugpl.

Conclusion

Creating value via Al based analytics of 10T serdaa has started showing promise in real worlday@pents. However,
there are quite a few practical challenges outlimethis article that needs to be addressed befaresates disruptive
impact. In this article, we have tried to look irfitav of those challenges with specific use casengas in Healthcare (AF
and CAD detection) and Manufacturing (RUL estimatiand real-time process control). These challerigekide
Trust/Liability, Interpretability, Signal Morpholggunderstanding, non-availability of data/labeld &uge Computing.
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India is not yet ready for 5G. There is, howevestr@ang push by stakeholders and policymakers Ti®®SI, startups,
Department of Telecom and TRAI. While | missed jggyating in the Indian Mobile Congress 2019, ther itself, the
conversations surrounding it and elsewhere, gifegradea of how the road to 5G is shaping up.

5G, it is said, is the next big thing since Artificintelligence. It is the ideal Super Highway@dnvergence. Whatever we
have seen since the 2000's - involving human toamugi2H) and M2H (Machine to Human) activities, rnore so,
transactions, or 'events' are becoming possibléh Wimans and machines being the 'entities' aetlyge, the medium
involving digital bits - telecommunication in shastmorphing into a powerful utility going beyortiktessentials.

Cloud ( data storage infrastructure) & by extensiata centres; devices / sensors, by extensiomkttef Things ( [0T);
the medium ( both the transport and physical layboth in terms of technology & formats) have cheth@ lot, and
enormous efforts have gone into creating a syndusiyet diverse infrastructure.

1995 to 2015: The tryst with Internet

Baby Steps

I never had Internet in my college. We had landixtehome or college. Our refuge was the collegeatip First, the
telephones were landline - POTS they called - P@iith Telephone System. My Electronic and Commuiacatourse
started with Morse Code and ended with the SpreeettBim project. | spent a lot of time in the codidibrary to figure
out how spread spectrum worked, and then worketl @itollege mates to create our own Codec unithefdpread
spectrum device. The project struggled till the dajore the externals, and finally, worked on thelay. The idea of
looking at telecom and Internet did not occur totithé stepped out of college. All the informatioreeded were acquired
old school - handwritten notes or photocopies afdscand journals in the library.

My own first experience with Internet was a dialnapdem. | remember the late 1990's sitting in Rewed Wipro offices’
and in Kolkata, dialling that number, username padsword, and listening patiently to the hush amd.bsound of a
modem. And seeing the Yahoo or Hotmail websitesveeiluxury. Once a day access to the Internet-Lafiber; a day long
effort was a dream. Beyond the websites, there emaail and chat rooms. Communities with common eder - from
spiritual to sleazy spawned and one could hop febat room to chat rooms. Then came Internet callinge could call
through yahoo messenger and the likes.

That was good old BSNL then and VSNL. Both werddisdGovernment run Service Providers. VSNL was thequired
by Tata's. We felt that there was something biglgen a PC and a modem, and the magic of peoplgwkere being able
to reach each other through these two pieces dpemgunt adorning a table.

“I think the way | feel about the internet is thaywsome people feel about the ocean. It's so hodeiaknowable, but also
totally predictable. You type a line of symbols afick enter, and everything you want to happeipens.Not like real
life, where all the wanting in the world can't mad@mething exist.”

— Becky Albertalli,The Upside of Unrequited

Yes, Internet is an ocean. We discovered that wikerfound that Sify, an Internet Service Provide8R) based in
Chennai, India. Sify had launched Internet cafesl, we were able to get hourly based internet oateffice. We never
understood the ability of a company to create thiescas a public service. With more access torateour horizons
expanded. We understood that people could sitffardnt places and then through their computersidcohat, send and
receive emails, and call - basically communicateic¥ and video calls through Internet were stiblging.

Advent of the Browser

In the 2000's, we had more definite use of therhate The browsers exploded on one side - stattiegevolution of
websites, and programs around browsers. Browseanie the window to the world of the web. Applicacsspawned
around the web browser. Early players like Netscapde life simple in terms of understanding andeasing Internet.

Netscape brought the Internet alive with the brawEbey made the Internet so that Grandma coulditysed her
grandchildren could use it. The second thing thetsape did was commercialize a set of open trassom protocols so
that no company could own the Net. --- Thomas Fnieal

IEEE India Info. Vol. 14 No.4 Oct- Dec 2019 Page 95




The browser essentially made Internet simple arghophis led to more players and developers bringirntechnology to
common person's use. The browser essentially wasvordow with an address bar- one could just tyygename ( domain
name) that one could remember and through serié®md, the browser could open pages in differentess / websites
across the world.

“Any sufficiently advanced technology is indistilghable from magic.”
— Arthur C. Clarke Profiles of the Future: An Inquiry Into the Limité the Possible

The underlying magic of the TCP-IP protocol and @agmName Service, conversion of human understardadoines to

internet protocol address ( IP address), whichuin matched machine addresses ( MAC) with intepnetocol addresses
unleashed itself to a simple magic. The World Wileb now was a mesh of routers & switches connetteskrvers

across the world.

The Search Enging2)

Things changed dramatically in the early 2000'syddd communication, chat and emails, humans wadbtsomething
always - search for information. The story goes tikis - quoting from Yahoo's own finance page:

Back in 1998, two individuals, Larry Page and SeRyi, who were unknown to the technology compaffgred to sell
their little startup to AltaVista for $1 million sthey can resume their studies at Stanford.

The company that Page and Brin were looking tovgall the soon-to-be patented PageRank system praeats the core
of Google's existence.

AltaVista turned down the offer to acquire the camp. Similarly, Yahoo wanted its users to spendarione on its own
platform, contrasting PageRank, which sends a tasére most relevant web site. Then Google launareds own. A
simple web page with plain white background andbalbfield - and a search button.

“I did Google him, you know."
"Oh, so you GOOGLED him Oh, well, that changesyharg then, doesn't it? What could | possibly wabout now
that | know you've conducted such a thorough Irgesearch?”
— Alyson NoelFated

The Internet just got simpler. The word 'Internea®h’ has been replaced by Google since. It @rarmon word in vogue
today. The browser, aka., the Google page now bet¢baemnew launch point for the 21st century Inteuser. With that
single field, one could get any information sheldomant, at the click of a mouse.

Major businesses built websites and created comveansure that they could catch the netizens' efdle they ‘googled’
away. Intelligence built at the back end, callezhtsh engines' came up with prioritization algangh suggestions that
could be paid for. Views and clicks became 'Aclil@ms’ of the new age businesses.

Personally, the Internet was not 'free' anymorer&Jsould pay for privileged content on a subsimipbasis but mostly
free, as Steve Jobs said, ‘If a product is fre@, @ the product’. The search engine has chamgedorld 'marketing and
advertising' would be done to reach thousands efsuBBusinesses became global overnight. New ageispiawned as
Search Engine Optimization (SEO) or Internet Margspecialists.

Core and the Edge

While the Internet user was having her cake anihgitttoo, the Internet duck was smiling at thewser level, and was
paddling furiously underneath. The change in théedying network technology involved developmentboth the core
and the edge. The personal computer ( PC) had ettwerubiquitous device at the edge ( the humae).sid

With next generation routers and switches spawhigber switching power and smarter protocols ahlpdtysical and the
transport layer, including Virtual LANs and new WAotocols, the Internet became more powerful.

The underlying physical infrastructure moved frooaxial copper to multimode and single mode fib@ise quality of

optical fibers increased due to improvements infiblel of material science. This would be the singiggest physical
infrastructure achievement in the world of Telecdrhe fibers could serve for more than 30 plus yeansl can handle
improved speed as digital bits are transformed phimtonic variations and back.

Personally, | had life time experiences and fondnmges of laying the fiber, configuring the switshduring the first
decade of the Zicentury as a telecom engineer. | also had thertyagity to setup two Internet Service providersSiouth
India. | did not know that a bigger play was happgrat that time.
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Telecom Opens up in India - the 2G saga.

India opened its telecommunication sector whenatvea into the 2G orbit. | was a telecom engineeh WVipro till 2005
and | had commissioned two Internet Service pragideARM & Wipronet), &one paging company ( Usha tiita
Telecom) and who were my clients - both for teledostallation and service. | did not realize thatds a cog in the big
wheel of telecom, as the 2G era was ushered im'tnchoment in Telecom had come.

“We were one of the first countries in the worldh@ve telecom. In 1850, the first telegraph lineswpened in Calcutta
city for the use of the East India Company.”
— Pradip Baijal, THE COMPLETE STORY OF INDIAN REFORMS: 2G, POWER&RTE ENTERPRISE: A
Practitioner's Diary

With such an enviable start, it was only imperativat India connected its entire populace to theriret. And that would
usher in the growth era. | remember my first cdlbpe - a Siemens - it was not a smart phone, iphome with an
antenna. It was digital screen like the LCD waigteen in color. Both incoming and outgoing wererghd. We could
send and receive text. The joy of talking while kirad) at any time we wanted changed our lives.

At this point, the Internet and the Mobile were agpe. Internet was wired in the last mile. At odfior in Internet cafes,
there were Ethernet cables with RJ45 cables runoitige Ethernet port of the computer. The speeslavaund 100 Mbps,
and eventually we could reach 1G in certain officéhad the opportunity of configuring switche€isco and 3Com, in
particular, at the edge.

And back to India's journey: There were more th@ntélecom players - from Russia, Sweden, Norwagnée and

elsewhere, who came into life in different 'tele¢aincles. With the support of Greenbacks and Eufm®ign investors

and telecom companies felt that this was a golggrodunity. Spectrum was auctioned and all of tlggha slice of the

pie. It turned out to be a farce and would fizzleay as the decade wore along. Many of the stadisepppeared due to
combination of corruption, bad regulation, politesd legal quagmire. India had failed in its finsajor reform since its
opening up of economy in 1991. The 2G saga wasl@pisode, and lot of lessons were to be learnt.

3G — the birth of the mobile Wi-Fi & broadband (1):

In 2007, about 40 countries in across the worldi, ian2008, India, entered the 3G era. The 3G standaperhaps well
known because of a massive expansion of the mabilemunications market post-2G and advances of dmswumner
mobile phone. An especially notable developmentnduthis time is the smartphone (for example, tBkoine, and the
Android family), combining the abilities of a PDAitlw a mobile phone, leading to widespread demandnfabile internet
connectivity.

3G has also introduced the term "mobile broadbdretause its speed and capability make it a vialbdenative for
internet browsing, and USB Modems connecting tan@Gvorks are becoming increasingly common.

3G mobile telephony was relatively slow to be addpglobally. In some instances, 3G networks dausetthe same radio
frequencies as 2G so mobile operators must butidegnnew networks and license entirely new fratgies, especially so
to achieve high data transmission rates. Otherydelgere due to the expenses of upgrading transmmidsardware,
especially for UMTS, whose deployment required tbplacement of most broadcast towers. Due to tieses and
difficulties with deployment, many carriers weret able to or delayed acquisition of these updatazhbilities.

The Wi-Fi era : Divorcing the wire

| do not remember when | got my first Wi-fi at honfgut | had broadband in 2006. It was a modem hlaata DSL Port
where the wire from outside would pop through ardomme and connect to the router. | had a homepeten and it was
connected to the DSL modem. This was till 2009. [Bisé mile was still wired at home.

Wireless technology is creating entrepreneurshi@mall scale that allows a single woman to sed iyoisiness in a
small village or a single farmer or fisherman toccass and disseminate market information in ordeyebthe best price
for their products. --- Peggy Johnson

Well, then it should be 2009 - when | moved to Mambvhen | got my first DSL plus Wi-Fi modem. Ithbeen 10 years
of Wi-fi. What a freedom! That was the time | almoved from a home computer to a personal laptopeithe last mile
is 'unleashed' you go mobile. It was fun to brofwsen any part of the house.

Wi-fi at office & at home enable moving around & lib was easier to have one computing unit pesqerand enabled
office emails, work from home options, work-on-cootm options etc. The walk-and-talk became movedmavorld!
Imagine the same for businesses - with flexibiligpple could do things within the wi-fi range, amairk on the Internet.
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For a while, | remember, using Reliance — Huawea-d#SB, and Airtel Wifi device, which would, wherugged in,
create a Wi-fi hotspot. But the experience waglpateven though the convenience was alluring. t Waes the birth of
mobile hotspots. Even now, the hotspots are patchy

In my experience, 3G networks were never as visiblaser friendly — but we had to climb that stépseach 4G, when
you had the actual trailer but could not see tlienfovie.

2015- till date:
4G - The promise of the future

4G is the fourth generation of broadband cellulatwork technology, succeeding 3G. A 4G system nmevide
capabilities defined by International Telegraphinidh - in IMT Advanced. Potential and current apations include
amended mobile web access, IP telephony, gamingcssr high-definition mobile TV, video conferenginand 3D
television.

The first-release Long Term Evolution (LTE) starwlavas commercially deployed in Oslo, Norway, andc&holm,
Sweden in 2009, and has since been deployed thootighost parts of the world. It has, however, béebated whether
first-release versions should be considered 4G LTE.

Airtel was the first service provider to offer 4@rgices in 2012. Reliance Jio, was born in 20E@ame India’s first 4G
only carrier. Today, Airtel remains the fastedtvak, with Reliance leading in network coverag®da.

9,653
CAGR 129%
5,728
2,758
805
2015 2016 2017 2018

(Source: Nokia MBIT index)

India’s 4G mobile data Internet usage greater thatire population of South America, according toeport. Reports
indicate that 2018 year has been the seminal ywad® telecom growth, as India became the largestufe phone
population country in the world.

‘India needs more time for 4G infrastructure tddize. (3), says, Ookla's co-founder and generahager, Doug Suttles,
| tend to agree. All you must do is to travel toarport vicinity, a highway or in a train. YouillMind that the signal

falling back to 2G and 3G — and most of the apfpitices, which rely on 4G would not work. Voice catin LTE therefore
not as dependent. As the telecom operators haneisia lot of investments, it would make sensexpand the 4G reach
further in the rural areas. Telecom operatorslao&ing to expand into rural India, where the néxbillion users of

Internet are coming from India’s rural hinterland.

‘A video is better than thousand pictures'

“I'm just Phil from Rossendale. And now people seeesaming for me ‘cause | make YouTube videasjudt crazy!”
— Phil Lester
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Enter Youtube - you can watch a movie rather thaaetaf pictures. And that is a whole new expergemndiad one attempt
at a video channel, a groggy video when the Che20ab floods happened. But the fact is that mostsohave seen a
video once a day since 2015. More than picture temtl videos have a lasting impact. For researdtergainment,
education, awareness, appeal and fiction, we wesito good effect. As a standalone form of cdntdind videos make
good sense.

From cables to Direct-to-home (DTH) channels, wel fthat the world has moved to Internet - with o$e/ideo on
Demand channels like Amazon Prime or Netflix. Thanate movie experience is now at home, and nat iheatre. And
it also has democratized movie making to a largergxHitherto newbies come with amazing short lang form content
in videos.

My son, a millennial, is now more interested inrflebing his own career in video movie making. A Flded chess
player, he prepares for his matches using Youtulkeods. That more is a proof that videos can couteibto the
development of skills! He also works on gamingtsigg videos with his gang, and that is anotherextlgltogether. You
cannot take the video out of the millennial.

Social media: Beyond talk, Be social
I never had an Orkut account. | had been using ¥aaocount - which gave me the opportunity to geiad. Some of my
attempted gigs during my IIM stint were through ¥ahChat rooms, especially in Singapore. City omtouspecific chat

rooms were the closed to social, that one couldgfdtre 2009.

2009, | got into Facebook. Facebook itself movednftext to pictures; pictures to videos. Most peophnt to share what
they do, think & opine on social media. Friendgggmand groups are identity and community forms.

“You are what you share.”
— Charles Leadbeater)/e Think: The Power Of Mass Creativity

Sometimes, Facebook is catharsis. | have met nepl@erunner friends, discovered old colleaguesanthni, and new
friends | am wanton to connect. It also turnedtoube my album - bringing back memories of the pastrs. Finally, the
messenger. The moviocial Networldescribes how people have the urge to sharethiiithgs.

Linkedin has been the next big thing in my lifethdirto impossible to meet professionals in my fietpect, respond and
reciprocate making things happen in my businesscanekr. | met my business partners through Linkedd Facebook.

Twitter is the celebrity side of the social medYau can reach, insinuate, spite and vomit at alnamst celebrity, and
honestly, it is the dirty of them all.

New age social media networks like Snapchat, TikToktagram thrive on videos; and as we have sedie®r a video
talks more than a thousand pictures. Political sodal lives are affected on a day to day basis.

You might be aware that India is the largest Faokkand Whatsapp country. Most rural Indians hawe smartphones
that pack Facebook & Whatsapp. TikTok seems tdedatest fad.

Smart Phones: Mobile is the Internet
The Nokia 3310 was my last non-smart phone. Bugriddhas it that a phone still has 70% battery estem 25 years!

My first smartphone was a blackberry. It was git@Wipro employees as an email + phone combinafitwe. phone had
other applications. The famous QWERTY keyboardlatkberry is still one of the best. You could thawlay like a laptop
keyboard, and it's sturdy keys would hold fast.

“In their phones were antennas, and these antesnéfed out an invisible world, as if by magic, arld that was all
around them, and also nowhere, transporting themidoes distant and near, and to places that hactnbeen and would
never be."— Mohsin HamidExit West

The world became smaller when we switched to Sagéumiroid phones or iPhones. Location serviceseplioly Global
Positioning Systems enable one to identify a pésdonation and then guide food delivery, taxi cabd other services. A
smaller handheld, having memory of more than lioniltimes than the hard disk of the world's firstnputer, empowers
a human to do many things at the press or touehbaitton.

“Mobile phones ... they're not for communicatintggy're for broadcasting. Broadcastifidie Show Of M€
— Adam NevillLast Days
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Now put together the video, social media and théilaghone, | can clearly see that we have onecdetiat has taken
away the old school - killed many industries like talendar, alarm clock and the camera; the P@alicoffice ( PCO's)

which were ubiquitous and the landlines at homebighones are the sixth greatest invention dlffterfire, wheel, steam
engine, electric bulb and the Internet. It is pdriny life, both professional and personal - aridrig further things nearer
and nearer things further.

Convergence: The big event all along

So what had been happening all along? A big eveart event that is a melting pot of technology andchans called
convergence.

The world is being re-shaped by the convergensedifl, mobile, cloud, big data, community and ott@wverful forces.
The combination of these technologies unlocks aredible opportunity to connect everything togetinea new way and
is dramatically transforming the way we live andrkve- Marc Benioff

This is the biggest event since 1995. In the 30G-jemaney of Telecom, | have, as a drop in the ac@ad cog in the wheel,
journeyed the waves and tides of different techgwlevolutions to converge and disrupt the way bessh economy,
society & nations evolve and behave.

This is one huge tsunami that many can see butdathom. The essence of 5G is convergence. Thedasies between
the SMAC technologies disappear into one piece -cae call it 'platform’ and what remains to be ¢dlkis the
applications. Some of them are

1. Click and Mortar - new age businesses like UberBAB etc., ;

2. Autonomous Cars - self driven cars connected wRtS@raffic control systems;

3. Internet of Things - millions of devices speak thgh their sensors and 'things' to sense, act amdot@ction and
correction across different applications in mantiféng, telecom, oil & gas, and healthcare;

4. Smart Devices - Television, Wearables, Robots amdn& - each having inherent smartness involving
parameters, attributes, content, location and mémgiservices for different applications;

5. Smart Cities & Infrastructure - Wholesome builditrgffic, water, sewer, waste management, utiggurity and
other systems managed through Internet.

5G is the next leap forwar@®)

Beyond the enhancements in the underlying techgolihg new 5G wireless devices have 4G LTE capgpés the new
networks use 4G for initially establishing the ceation with the cell, as well as in locations whé@ access is not
available.

5G can support up to a million devices per squdmmeter, while 4G supports only up to 100,000 desiper square
kilometer

5G Usage scenario

The ITU-R has defined three main uses for 5G. Taey Enhanced Mobile Broadband (eMBB), Ultra Retahbw

Latency Communications (URLLC), and Massive Machiiype Communications (MMTC). Enhanced Mobile Brcatub
(eMBB) uses 5G as a progression from 4G LTE mdiigadband services, with faster connections, hititreughput, and
more capacity.

Ultra-Reliable Low-Latency Communications (URLLGfer to using the network for mission critical dpgtions that
requires uninterrupted and robust data exchangesiMa Machine-Type Communications (MMTC) would tsedito
connect to a large humber of low power, low costicks, which have high scalability and increasettielpg lifetime, in a
wide area. Neither URLLC nor mMTC are expectedeaalbployed widely before 2021. (4)

The key factor remains that 4G penetration wilthe focus of telecom operators and equipment matwrfers for the next
24 months, while the 5G spectrum auction scenaaturas. The fact that 4G / LTE will be the falckdor 5G means that
4G needs to stabilize first and penetration needscrease.

The opportunity for Indian stakeholders to playlabgl game is here and now. This essentially isgdtecom software,
device, network manufacturers to look at a globatkat and push thrust on exports. On the other hasthe individual
pieces of technologies come together, the IndiabidCongress brings out the intent of the Indiatefrnity.
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“We cannot afford to miss the 5G bus for India. Bignificance of 5G for India cannot be overlook®@. will help us
leapfrog infrastructure challenges and bridge thgitl divide. 5G is not an incremental technoldgyt an integration of
systems. Its economic impact alone will have aautillion by 2035.” - Manoj Sinha, Minister of &e (Independent
Charge) for Ministry of Communications, Governmefiiindia (5)

While the intent is clear, India is far from readylecom providers like Bharti Airtel, Vodafone-aland Reliance Jio, the
last three standing telecom operators bring alimit toncerns on the price of spectrum and ROI.

"5G is going to be a game changer and will havesivasimpact but to get this happen we will haveame together. The
Indian government needs to get the spectrum piidd for investments to continue. The governmarstmelook at the
prices set for the upcoming 5G spectrum auctiom. fEtturn on capital in the industry is lower thath lwhile the price is

significantly high" - Gopal Vittal, CEO, Bharti Ael.

The benefits shall still outweigh the investmehtewever, there are still entry barriers for varistskeholders. Standards,
spectrum, pricing, right of way for fiber opticseasome of the key issues. 5G trials are yet td. Statecom hardware
makers - Huawei and Ericsson have pledged suppoBG trials. Most startups, the latest stakehol|dars yet have
incentive, facility or support to create 5G useesasndia is therefore, still 24 months away frambeacing 5G.

Personally, my interest to telecom was turned oanmlve were exploring telecom as an investment tharoer first fund
in India. We were looking to start a telecom fund2D20 - but understood that 5G is the single tsgbegh tide that will
lift all the stakeholder's boats. But with lack dérity, we have concluded that we may not get right investment
opportunities that can mature and scale withouicpand platform clarity. We may consider investingthe last part of
our investment cycle as a flower in a bouquet, rotdas a primary subject. However, my personatésteremains.

My next article will look at depth the 4G to 5G é&wion with a 360 degree view — political, investme operators,
equipment providers, software providers, startgpsernment’s role, regulation and policy.

Please write back your feedback / response andeguiethel.speaks@gmail.com
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For every ten years, a new generation of wirelessrtology has been evolving. It was in 2010 thatvS started and by
2020, it is expected that the 5G replaces 4G anglpestart using it. The proposed frequencies ®mte illustrated in Fig.
1. The 5G network promises data rates of 100 tifaster than the current 4G with much-reduced lateartd you can
think of downloading a high-definition movie und&rseconds using 5G. Such high data rates are possilbG by
exploring the new mobile-frequency territory calthé mm-wave spectrum. There is a large amounho$ed spectrum at
mm-wave frequencies which have traditionally bek@ tlomain of military and aerospace systems. Using-wave
frequencies will allow more bandwidth to be allazhtesulting in the enhanced data rates.

5G frequencies

ﬂ

C = D

AT A

Sub-6 GHz W

Fig. 1. Proposed frequencies for 5G

Being said that, there are many drawbacks of usingwave frequencies for 5G communications. Theyrane-wave

frequency signals can'’t travel long distances, tpahetrate through the buildings, easily atterdiatethe environmental
changes like fog, rain, etc. To cover up thesetéitiuns, the experts have proposed the small-eetirtology in which
small cell stations will be used to fill in covemgaps between the base station and the user &rriina densely
populated area, for every 10-100 meters, a smdll station is needed which massively increases ¢hst of

implementation.

Considering the disadvantages of mm-wave frequenaied high-cost of 5G network implementation at mave

spectrum, some of the telecom companies are loakingrds sub-6 GHz frequencies for 5G communicatiddready

many applications are using the sub-6 GHz rangeehai®PS, WIMAX, Wi-Fi, 3G, 4G, S- and C-band satell
communications, etc. Therefore, to use the crowseld-6 GHz spectrum for 5G along with the above-iest

applications, a spectrum sharing technique is reduiin Mobile World Congress 2019, Ericsson showexldeveloped
system which uses the spectrum sharing techniquenable both 4G and 5G connectivity within the sdnegquency
carrier. The spectrum sharing techniques also nimeithe spectrum wastage and help in utilizingabailable frequency
spectrum more efficiently.

Power
Spectrum
holes/gaps
Frequency

Fig. 2. Showing the holes/gaps of the availablespm
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The cognitive radio (CR) technology is a kind oespum sharing technique which dynamically allosatee spectrum
between the primary and secondary users and impritneespectrum efficiency. It is expected that @ technology is
going to play a huge role in the sub-6 GHz 5G netwmplementation. Two users are present in CR, algrprimary
users (licensed users) and secondary users (usdidarsers). Depending on how secondary users abeesame spectrum
which is already using by the primary users, thet&@finology was divided into two types, interweawd underlay.

Top-view

Dr. Raghvendra Kumar Chaudhary
Assistant Professor
Indian i of Technology (ISM) Dhanbad

Mr. h Reddy Thu luru Mr. Mohammad Ameen Mr. Tanjir Alam
PhD Student PhD Student MTech Student
(©)

Fig. 3. (a) The proposed antenna system of [1]tH{@)proposed antenna system of [2] and (c) 5Ghaateesearch group
members.

In interweave CR, the entire allocated spectrunt kél scanned to locate the spectrum gaps or hotéshvare set of
frequencies that are not using by the primary usEne secondary users will communicate in thosetsp@ holes, thus
increasing the spectrum efficiency. The secondagysuwill stop their communication whenever thengiry users want to
use these spectrum holes.

In underlay CR, both the primary and secondarysusan access the same spectrum simultaneouslyitbuawondition
that the secondary users’ communication is notticrgaany interference to the primary users’ comroation. At the
frequencies where the primary users’ communicatimts disturbed, there the secondary users immédiatep
communicating. In this way, the spectrum will beediefficiently in both interweave and underlay CRhaut causing
interference to the primary users.
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Both interweave and underlay CR technologies carninberporated into 5G communications by designingable
antennas. For the first time, using a multifuncaiofilter, the four-port MIMO filtenna system whiatan work for both
interweave and underlay CR technologies has besigried in [1]. In [2], the same functionality hasel achieved by
reducing the antenna system size by 48.3%. Theopaspantenna systems of [1] and [2] are showngr.H(a) and 3(b)
respectively. The authors’ names and photographthéoreference papers [1 and 2] are shown in¥ig. To know more
about how the antennas need to be designed to timakework for CR technology, follow the referengesnd 2].
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Cognitive radio arrives, all by itself!

Sourcehttps://www.edn.com/cognitive-radio-arrives-all-tigelf/
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Monolithic Architecture:

The word ‘Monolith’ means interweaving all aspeict® a single one. It describes a single-tieredvwsmie application in
which different components, services etc. are captbinto a single program from a single platform.

The components, services etc. can be:

« Authorization and Authentication which are respbtesifor allowing access to the system and configiine
user’s identity within the system.

« Presentation and Ul which are responsible for hagdHTTP/ SOAP requests and responding via HTML, or

JSON/ XML etc.
« Business Logic which is responsible for applicalmgic.
- Integration, responsible for integration with otAgplication services via Messaging, REST API etc.
» Notification, responsible for alerting applicatiowners via email, messages etc.

Drawbacks of Monolithic Architecture:

Though the Architecture is being followed sinceatzs, and has benefits like simple to develop gektploy, with easy
scaling, we have major concerns when the applicatecomes complex. Some of the major drawbacksidecthe
following:

1. Maintenance becomes strenous, as the applicatiowsghuge and complex to understand entirely, it is

challenging to make changes fast and more accurate.

2. The entire application has to be redeployed on sawple update.

3. The Size of the application can increase in contpite and slow down the startup time.

4. Reliability — Bug in any Module can potentially bgi down the entire process or the instance of pipéication.

5. Though it seems easy in the initial stages, the alithic applications have difficulty in adopting we
technologies, since the changes in the framewoegsaffect the entire application.

6. Monolithic applications can also be challenging sitale when different modules have conflicting reseu

requirements
Microservice Architecture:

What are Microservices?

Microservices is one of the newer concepts andianaof a Service Oriented Architecture (SOA).isligh SOA
has been there for almost two decades while thedgérvices came into existence in 2012.

The idea is to have small autonomous services tk vagether to build a large complex applicatianmainly
focusses on building individual sub-domains and Isrearvices making them easier to maintain, andmutes
independently deployable pieces, thus ensuring itternal changes on one service do not affect guire the
redeployment of other services.

Benefits of Microservice architecture:

» Since the entire application is decoupled into snalervices, it enables the continuous delivery @éaployment
of large complex applications.

* Improved and better testability because of the maérvices and faster.

« It enables you to organize the development effiartiad multiple teams. Each team is responsibl@fi@ror more
single service. Each team can develop, deploy eale sheir services independently of all of thecotieams

* Improved fault isolation. For example, if thereaisnemory leak in one service then only that seriscafected.
The other services continue to handle requestsomparison, one misbehaving component of a mornolith
architecture can bring down the entire system.

* The microservices architecture allows each teamiewide the technology and infrastructure that wdi&st for
them, which may be completely different from oth@croservices that it interacts with for the veayre product.
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Monolithic vs Microservices architecture
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Figure 10.Monolith vs Microservice Architecture.

Key principles for building Microservices:

» Modelled around business domain
Before beginning any refactoring, focus on the hess domain and identify individual sub-domains huiid
services. Domain Driven Design would be the best toastart with.

» Culture of automation
Provisioning a new machine, operating system amndcgeshould be easy and reliable. Automation ngséind
continuous delivery are very critical as well sa@seploy/ release your software frequently.

» Hide implementations
Each service should have its own database andiiédhnformation is needed from other servicegrage
Service endpoints designed for the specific subaloto extract what is expected.

In a case, while a monolithic application to mi@gce structure, its often considered the eastestase part
application level code while leaving the sharedarhying database as is and this shared databasiewss to
serve as a source of coupling between the indepérsdgvices far greater than the decoupling ackidwe
spinning off the application level services.

» Decentralize and deploy independently
Focusing on the autonomy i.e. giving freedom ashraspossible to do the task in hand, self-sergicared
governance and avoid complex messaging are imgortan

Keep cyclic dependencies and deploy all of thenettogr then fix dependency between services and then
continue to create new services.

In such an environment of independent deploymentsgn you make changes the consumer service hag
expectations about not facing challenges when yplog new changes. It's good to have co-existingpeimts
during upgrade of a service, which would continoiesupport existing version for a limited time periso that
the dependent can migrate without holding the emstjistem hostage.

> Isolate failures and Highly observable
The microservice architecture wouldn't explicithake your system stable, On the contrary, it makeoterall
system more vulnerable to certain types of netvemdk hardware related issues.
There should be a mechanism to isolate failuresl@wkifor more ways to recover such as failovethaag and
retry logic.
When data needs to be present for the user, whitdtdhed by multiple microservices it might be IEreging
because of a lot of performance issues, in thie d&srecommended to use different search engineaching
methodologies. This can significantly reduce thia jp& performance bottlenecks.
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Micro Frontends

What is Micro Frontend?

The trend is to build a powerful and feature-rickebwapplication which resides on top of a Microsesvi
architecture. Over a period of time the front-eadt pf the application becomes huge and large, wisideveloped by a
separate team and gets more difficult to mainthis,type of application is called Frontend Mortalit

Micro-Frontend is a Microservice approach to frend web development. The idea behind Micro-Frontertd
decompose the web application into smaller unisgfan the screens representing domain-specifatifurality instead
of writing large monolithic front-end application.

Micro-Frontend application is a composition of feas owned by different independent teams, whesam is
cross-functional and has ability to develop eneitd-features, from the user interface to databbgaes the same level
of flexibility, testability and velocity as of mioservices.

Problems with Frontend Monolith

e The flexibility promised by microservices cannotdmaled across the teams i.e. the backend teanotcdeliver
business value without the frontend being updated

e There would be a classical overhead of a sepasateehd and front-end team, which would cause ttieeeinont-
end to be updated and re-tested for a change iiRhef one of the services.

e In a Single Page Application, all the files would bundled into one and rendered on the browsex fithi size
would be huge.

» As applications grow, so does the features thahseaeed to support. With multiple teams contrityitio a
monolithic application, development and releasedioation is a tedious.

* Newer frameworks and libraries like Angular 2, Bted/ue, etc offer considerable performance impnogets
and innovations on the front end space. Howeverotterous task of upgrading a monolithic applicaand/or
making it interoperate with these new frameworkd &hbraries often can’'t be done without compromisihe
ability to ship new features at existing releagesa

Monolithic front-end vs Micro-Frontend architecture
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Figure 11. Monolith Frontend Vs Micro Front-end

Why Micro-Frontend matters

In the Modern era of cloud web applications, ttanfrend is becoming bigger and huge and the bacisend
getting less important as most of the code is amithn the front-end, because of which monolithigrepch doesn’t
work for a larger web application. This asks foneed of tool for breaking it up into smaller modulihat act
independently. The solution to the problem is MiErontend.

Patterns followed while building micro frontends

Integration in the Browser
Web components provide a way to create fragmentBroft-End imported into Web applications. Those
fragments can be packaged into Microservices tegetlith the back-end. Services built, completechviioth logic
and visual representation packed together. By usiisgapproach, Front-End applications reducedtdimg makes
decisions involving which set of components dispthyand orchestration of events between differenb we
components.
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Web Components
Web components allow the creation of reusable compts imported into Web applications. These are lik
widgets imported into any Web page. These are otiyreupported in browsers such as Chrome, OpetaFarfox.
If in case, the browser does not support web compisnnatively, compatibility accomplished using alBeript
Polyfills

Web components consist of 4 main elements usedatepaor all together —

» Custom Elements
This method allows to create custom HTML tags afements with Custom Elements. Each
Elements has its own CSS Styles and scripts. Batioig own HTML tags it provides the flexibility @pply
CSS Styles and add behaviours through scripts.
In Web components, element lifecycle call-backs available, which allow defining behaviours
specific to the component developing.
* Shadow DOM — the DOM is the API
Shadow DOM combines HTML, CSS and JavaScript insid&eb Component separated from the
DOM of the main document when these are insiderapoment. This separation is similar to the one user
while building API services and consumer of an APlvice does not know about its internals, the dmityg
that matters for a consumer are API requests. Selice does not have access to the outside weckpe to
make requests to APIs of other services. Similatuiees observed in web components. Their internal
behaviour not accessed outside, except when alltwyelbsign nor affects the DOM document they reside
The main method of communication between web compisns by firing events.
e HTML imports
For web components, HTML imports are the packagimaghanism. HTML imports tell DOM, the
location of a Web Component. In the context of Mg&rvices, import remote location of service cargtdhe
component to use.
HTML imports is a method to reuse and include HTRlihcuments via other HTML documents.
Predefined components as HTML imports, where edi¢hemm include own styles and scripts, decide @n th
top level which HTML import present in DOM at theoment, and the imported document handles rest of
things.
HTML Templates
The HTML template element holds client-side content rendered when a page loaded. It's
instantiated through JavaScript. It is a fragmémoale used in the document.

‘ Templating Engine ‘
Template A Template B Template C Template D
Fragment Fragment Fragment Fragment Fragment Fragment
A B C D E F

Figure 12 Templating Engine rendering fragments

Whenever user enters the website, the requestsisegato Templating Engine, which, based on
request URL, recognizes which template is expebtethe user, loads it, and then populates it wathtent of
corresponding micro frontends.

Benefits of Micro Frontends:
The key advantages of a micro frontends architeatuer a monolith are:
> Gives teams their release autonomy and time back
By breaking features from the monolith isEparate micro frontends, teams enjoy increasezhanty and
flexibility when releasing products/features. Nomder are teams who aren'’t releasing required tp gpalate on
release calls trying to regression test other teah@nges in production. In other words, testingdmes simple as
well as for every small change, you don’t havedagd touch entire application.
> Self-Independent
The individual development team can choose thein tachnology, not having to rely on the entire dzake
reduces dependencies and scope, enabling teanmboarol and deliver quickly. This creates room foret spent
innovating without fear of breaking other teamsitfees.
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> Highly Scalable & better performing web-app

A loosely coupled architecture with establishedbglostandards makes it easier to add new featurspio up
teams when needed. Since each app is fragmentedtsnbwn micro frontend, if a single feature (omécro
frontend) on an enterprise app isn’'t loading féstyon't affect the performance of the entire apation. It also
makes it possible for certain parts of a webpagad faster, allowing users to interact with trege before all
features are loaded or needed

Challenges of Micro Frontends Architecture

> Rollout Strategy

A major implementation consideration is decidingiife should convert their monolithic applicationatanicro
frontend using a big bang or phased approach.
» Governance

The dependency needs to be managed properly. Tlada@tion becomes a challenge at a time. Theipheilt
teams working on one product should be alignedrenve a common understanding, though when thereaisge in
multiple directions in terms of organizational @edhnology strategy.
> Better Testing Strategy

While a monolith creates an all-teams-on-hands agutr to releases, micro frontends enable only itnning
teams to take part in a given release. This approaguires that teams implement best-in-class ss@e testing
practices to make sure broken features are nagsedeto customers.
» Legacy frontend frameworks

The UX consistency is an important aspect. The esperience may become a challenge if the indivitham
go with their own direction hence there should tsme common medium to ensure UX is not compromised.

As newer frameworks and libraries are being relagean exponential rate, the ability to createrimperable
Ul components between frameworks requires buildawgsable foundational elements which is time-consgras
well.

Conclusion :

As frontend codebases continue to get huge and cwonplex over the years, there is a growing neediore
scalable architectures. We should be able to diear doundaries that establish the right levelsafpling and
cohesion between technical and domain entities with ability to scale software delivery across petedent,
autonomous teams.

While far from the only approach, there are maraj-veorld cases where micro frontends deliver tHeessefits,
and the technique is being gradually applied oiree tto legacy codebases as well as new ones. Wheticeo
frontends are the right approach for you and yaganization or not, we can only hope that this Ww#l part of a
continuing trend where frontend engineering anttitecture is treated with the seriousness that ekt deserves.
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A 29-year-old UK-based woman has said that Amazon'goice assistant Alexa went "rogue"” and told her tomake
sure to stab herself in the heart "for the greatergood". Danni Morritt had asked her Echo device abot 'cardiac
cycle' while studying when Alexa answered that beatg of heart was body's "worst process" and bad forEarth as it
caused overpopulation.

Pictures released by Russian President Vladimir Pit's press service appeared to show that he uses Milbws XP
operating system on his official computer. It is &o installed on Putin's computer at his Novo-Ogarywo residence
near Moscow, reports said. Microsoft last providedsecurity update for Windows XP in 2014 and warns aoputers
running it might be more vulnerable to security risks.
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Abstract

Free and Open Source Software (FOSS) has steadibtiated into the cyber world owing to the mutidas advantages
it offers. Usage of FOSS can be found in variousdpcts such as internet browsers, web serversineeoce platforms
etc. In this paper, we have given a report on h@%$$§ can be used in institutions effectively. Inesrtb ascertain the
effectiveness of FOSS in institutions, we have fted the arenas in which FOSS has been adoptedrimstitution,
Thiagarajar College of Engineering (TCE) Madurai.

I. Introduction

Free and Open Source Software (FOSS) are prodeetdaped for users by users [1]. FOSS users formmuanities and

develop the products without the involvement of t@nufacturer. This provides multifarious advansage&om the view

point of economy, FOSS reduces CAPEX and OPEXeéatgextent [2]. Commercial products are made tsfggieople at

large and increase their profit. As FOSS users kireet access to the source code, they can feeltér experiment on the
source code and custom craft it as per their neddexdce, innovation is guaranteed with FOSS aral\asidor lock in is

completely evicted in FOSS. FOSS is easily adapttblany new use cases. Since source code is laeaitaugs can be
easily rectified as and when it rises. It also es a great opportunity for developers to showthsi talent and gain
experience of developing a software. There are nomsemerits of FOSS. Owing to these merits, FOSSbean used and
accepted widely by the cyber community.

FOSS finds usage in various applications startmognfservers to mission critical hardware [3]. Vasa&commonly used
examples of FOSS are [3]- internet infrastructe@hhology such as Perl, MySQL, PHP, Apache; intdsr@wser such as
chrome, Firefox; server and desktop operating systech as Linux, Haiku, FreeBSD, NetBSD; desktopliagtion
software such as GIMP, Blender, OpenOffice; webliepiions such as WordPress, Mediawiki; python paogming
language; email client such as Thunderbird, SendDBaIiS server software BIND; typesetting softwarmeXTetc.

FOSS is also widely used in various academic utftits. For instance, virtual learning system IMeodle, learning
management system like Sakai are used for bettérofestudents. Various institutions have also depetl their own
FOSS tools. For instance, Stanford University hesetbped FOSS tool named Stanford University Uestred (SU)
using open source C++ collection, to analyse corplelti-physics problems and solve constraint ofation, partial
differential equation problems [5]. RWTH Aachen \arisity has developed a speech recognition syspan source tool
[6]. Similarly, various academic institutions haagopted FOSS. We have also used FOSS to autoneadetikities in our
institution Thiagarajar College of Engineering (T\Q®adurai. In this paper, we will give a detailegport on the usage of
FOSS in our institution to show the benefits of BOS

The rest of this paper is organized as follows.tiBrdl gives an overview of the objectives andidties of the open
source group in TCE. Section Il states the varimsearch work undertaken by the members of the sparce group.
Section IV explains the projects done by open sourembers for use within the TCE campus. Sectiogiwés a
concluding note and future planned activities lydpen source group.

II. Open Source Group at TCE

TCE has an open source community known as GNU/Lldser Group (GLUGOT). GLUGOT was started in Decembe
2003 with an objective to promote FOSS and develapvative spirit of cooperation among the stude@isUGOT also
has more objectives. GLUGOT aims at developingaeteprojects using FOSS. GLUGOT also strives talborate with
National and International Universities and Indigsttto develop open source projects. GLUGOT hasiéing list named
http://lists.tce.edu hosted on the TCE Mail ser@rUGOT also contributes to the community in theriof awareness
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meetings, technical meetings and training programaddition it organizes discussion groups, configion and bug
squashing sessions.

lll. GLUGOT Research activities

GLUGOT group members are actively involved in vasaesearch activities using FOSS. The variousareBalomains in
which GLUGOT is active are network security, Natlwanguage Processing (NLP) and parallel algorithms

GLUGOT SDN security research team utilizes variopgen source tools to research on the next generattwork

paradigms like Software Defined Network (SDN) antbtmation Centric Network (ICN). SDN research telas built a
testbed using openflow protocol and open sourcéraiters (RYU, POX) [7]. SDN research team has aeme up with

solutions for various security breaches using ogmmrce emulator Mininet and Mininet-WiFi [8][9]. NCresearch team
has come up with solutions for security breachd€M using open source simulator NDNSim [10][11][12

In the field of NLP research is going on in variodemains like development of tools to localize Talahguage,
categorize the text and efficient document repriagiem using FOSS. Semantics is a key process iR.Niemantics help
the computer to elicit the meaning of natural laaggi of human. Negative words have a deep impaet gantence. It is
pretty hard for computer to elicit the meaning afesyation sentence. Research team has come upanitius solutions to
negation semantics using FOSS [13]. One more ciwiilg task in NLP is to pick up relevant resporsa guery from a
huge corpus of documents. Solutions to this issudso completely got using FOSS by NLP researdhef€E [14]. Yet
another challenging task in NLP is reading compnela. In this, the computer has to understandvangpassage and
answer the questions raised by the users. Reséasohm in TCE has utilized a machine learning apgraacimpart
intelligence to computer using an open source nmacleiarning library named TensorFlow [15][16].

Research is going on in the field of parallel aigons. We have GPU computing modules powered byF@Sesearch
on parallel scientific engineering problems. Weédhigh performance cluster comprising of 1 master 22 slave nodes.
Open source Message Passing Interface (MPI) prevddéned APIs. Researchers at TCE have used apeoesto design
parallel algorithms for organizing a large corpéisveb pages for easy retrieval [17][18].

Similarly various research works are going on fifedent domains using FOSS. Researchers at TCE itdized FOSS to
bring about solutions for the most necessary dajatoproblems in society like water security [1Bhus through FOSS,
we are also able to give back most useful solutioribe societal problems.

IV. GLUGOT Projects within TCE
GLUGOT has automated several processes within TSDigUFOSS. We will describe few processes in thigian.
A. TCENet

TCENet is a FOSS based ERP package developeddmatdt the day-to-day activities of TCE from studedinission to

alumni association. It has 30 modules such as enmliews, attendance, alumni, online assignmenteplant, software
forum, poll, maintenance, e-circular, feedbackerinal assessment, articles, dues, profiles, nomitial time table, search,
hot downloads, right now messages, thought fombenent, birthday wishes, calendar, online assighnaamievements,
status report and video lectures. Figure 1 shoe/stheenshot of TCENet.
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The platform used is Debian 9. The web server isadVSGI and nginx. AngularDart is used for cliside web app
development framework. Pyramid framework is usedskrver-side web app development. PostgreSQLSOu&éd for
database. Template engine used is Jinja2. Pythgm8dramming language is used. GitHub and bitbueketused for
version control system.

B. Single Sign-On Central Authentication System

The main policy is ‘1 user: 1 password’ i.e. usecess to all machines inside TCE campus in varaligratories using
single user-id. All servers and machines inside dampus are integrated with centralized computieigtre servers. A
centralized storage box NAS box has been configimedsers to store or upload files. Shell senas heen configured for
accessing local file storage outside TCE campugnOpPAP based Central Authentication System is caméd. Samba
based file server is used to authenticate with LDARIomain controller is configured in order to ifdate access from
both GNU/Linux and other operating systems like tdws.

C. TCE Admission Automation
TCE admission automation is a web-based studentsaim process which includes students record ioreatertificate

verification, fee collection, course registrationdareport generation. This module also uses FO®88 tike Pyramid
framework, bitbucket etc. Figure 2 shows a screetnshthe TCE admission portal.
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TCE Admission Autamation { TAA)

Fig. 2 TCE Admission Automation

D. TCE Attendance Monitoring System

TCE attendance monitoring system is a combinatibREID and biometric technology. Various terminakspable of

reading smart cards and finger prints are instalieevery department building in TCE. These terisim@ae connected to
the IP network infrastructure of TCE, thus givimgtant access to the databases and servers ofTREEime management
and leave management are combined with attendaanéaring system. This module also purely runs g$t®SS. Figure

3 shows a screenshot of the user portal of atteredaronitoring system.
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E. TCE Websitevww.tce.edu

The main components of the website are home patielinks to institute, departments, courses, adiss activities,
photo gallery, alumni, library, placement, intralieks, news, events, search and other informa#dinthese are built and
maintained with FOSS. Figure 4 shows a snapshitteofvebsite.
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F. TCE Firewall

We have a custom-made firewall built using iptatded bridge-utils. The commodity PC hardware rum®ther service
other than the firewall. NAT for internal networkjris done using iptables in the TCE proxy servert Rorwarding and

blocking is also included. TCE wide web cache ushogid is also used. To monitor the traffic loacdath department in
TCE, we have used Multi Router Traffic Grapher tddiis can effectively indicate unusual traffic gerlt is also possible
to core down the source of traffic surge usingNhéti Router Traffic Grapher tool. Figure 5 shovwtsnapshot of TCE
traffic monitoring portal.
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Similarly, almost all the activities are automatadl CE using FOSS. Examination related activitige pre-examination
work, exam schedule preparation, exam attendamacédr, fees collection, revaluation applicationgrka entry, result
publishing etc. are automated using FOSS. TCEthaswin datacenter which is completely automatedgusiOSS. TCE
hosts a private cloud exclusively for usage of Ti@gulty and students. TCE cloud was completelyus@tg Openstack.
Like this office activities are also automated gsikFOSS. Utilizing FOSS gave us various benefitatn®radvantage we
had was cash freedom to use software and we wédeet@abnvest in hardware rather than software. Warenable to
customize each and every module based on our ngtdtents were also given opportunities to codeesmmdules which
gave them a good experience. Using this experigadeus students were able to become entreprereurdiad started
their own company.

IV. Conclusion

In this paper we have briefed on the powers of agmmce by providing a case study of open sourdasiitutions. We
have provided the ways in which open source is usemlr institution. Starting from research to ansgion of campus
activities, our institution utilizes open sourcéhig is a live example showcasing the powers of cgmirce. We plan to
automate remaining manual activities in our camgmisg FOSS for improved efficacy in future.
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Why India must amend its Information Technology Act
in the age of Artificial Intelligence
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The world of technology is changing rapidly and aofing us in a variety of ways. The three importamd inevitable
technologies gaining widespread momentum and cgysisfound transformation in the cyber world arg tata analytics,
Artificial Intelligence (Al), and Internet of Thirsg(loT). India is the most cyber-branded countryhe world due to its
human potential, capabilities, and contributiomslid and its people have been steadily migratinghéodigital world
enjoying several benefits that digital technologiéfer. But this digital transformation also enhasiche risks and threats
that digital applications and internet-related \atiis present which has potential to escalateh@unt As the ‘complex
cybersecurity landscape now faces several newtfir@acautioned by San Murugesan(1), it is impartar India (as well
as other countries) to satisfactorily address cdamrrity and privacy issues. India needs greaidr sironger digital
governance, code of ethics, regulations, and laws.

The Indian Information Technology Act 2000 (2) (ITAlso known as IT Act) is nineteen years old wathsingle

amendment in 2008.The IT Act provides a legal fraomk for electronic governance by giving recognitim electronic

records and digital signatures,and defines cybmees and prescribes penalties for them. The Aab disected the
formation of a Controller of Certifying Authoritigs regulate the issuance of digital signatureg amended IT Act 2008
was created to address issues that the originafdiliéd to cover and to accommodate further dgwelent of IT and

related security concerns since the original law passed.(3)

Since the establishment of IT Act in 2008, the tdigiandscape had changed vastly for good and tosev The three new
major transformative technologies that is transfognindian digital landscape are Big data analytite Internet of

Things and Artificial Intelligence. And, the threatthe digital space increases every second andtdern cyberwarfare
aims to sabotage citizens and the business, systeitisal national infrastructure and the govermmélherefore, it is

necessary to significantly change our perceptioanaf approaches to address new cyber risks aadtshiThis calls for
action at different levels including central andtstgovernments to prioritise budgets and amend lavecomparison to
those that focus on national security.

Government has no option other than building astioliapproach to ‘cyber policy’ and establish ‘cylgevernance’ by
introducing newer and stricter laws relating to @yhctivities. Ever since the IT Act 2000, commokihpwn as the Cyber
Law, came into existence the Cyberworld has expeed many changes. Some of the provisions of théhaee become
redundant and incapable of addressing the currquefgisting issues and rapidly evolving changes thineats. This
necessitates immediate amendment of the IT Acttisfactorily deal with the current threats anduéssin a constantly
changing cyber environment.

BIG DATA ANALYTICS
Big data analytics is one of the recent advancetedhnologies that support high-velocity data captstorage, and
analysis. Currently, it is an important of reseaaiold practice.

Cox and Ellsworth were the first to identify therte“Big Data.” They defined big data analytics aschallenge for
computer systems: data sets are generally quige,laaxing the capacities of main memory, locak,d&d even remote
disk” (4).

Data protection laws

Big Data demands more and better legal protectieasures. For instance, to enhance ‘data proteatiew, sections (data
protection laws) need to be included in the IT AcThe increased Cyber activities of individualgl dusinesses have
increased vastly and spans shopping, banking, ticglistravel, gaming, entertainment and social pétimg, online
reviews and comments among others. This has sitatesl and resulted in ‘information sharing cudtuin which
personal information like email address, phone rennéddress, credit card details, personal inteesd activities as well
as other important personally identifiable inforiaat (PIl) which is any data that could potentiaitientify a specific
individual such as biometriaformation, medicalinformation, and unique identifiers such as driving licensenber,
passport or Aadhaar card number. This increasesigskeof cyber-attacks. It is the responsibility thie government to
initiate and employ suitable data protection lawdime with the European Union General Data PratacRegulation
(GDPR) and other an international standard to enthe privacy and protection of its citizens, basgand industry.
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Privacy rights in the International arena

Privacy is a fundamental human right recognizethénUniversal Declaration of Human Rights (UDHRig tnternational
Covenant on Civil and Political Rights (ICCPR), tbé&l Convention on Migrant Workers and the UN Cortigmn on
Protection of the Child, and in several other in&ional and regional treaties. However, privacy been directly related
to the technologies at the time.

Understanding this, Europe changed the privacy lagch are the most significant change. In May 2818, the
European Union’s General Data Protection Regulaf@®PR) replaced the 1995 Data Protective Direc(id®D).

However, the regulation has limitations. The dagutated by the GDPR is applicable to individuald does not apply to
organizations. In addition, the GDPR does not applan organization or instances that does nottiyreleal with or
target people in the European Union.

India and Big Data Analytics

The India’s Aadhaar programme introduced in 200®ésworld’s largest biometric identity platfornt.i$ an initiative of
the Unique Identification Authority of India (UIDAIlto help the government provide services to inéehteneficiaries.
UIDAI, Census of India, Stock Exchange, the Incohaa Department and few other government agencegm@ploying
Big Data Analytics for various purposes. Besidesdbvernment sectors, non-state actors includiegden providers and
E-commerce businesses use Big Data Analytics tagetheir businesses, for example to profile thestomers and their
behaviours and buying patterns and to predict custalemands and expectations. How much privacycantidentiality
of individuals has been protected by organisataiecting, processing, and retaining large amoohfgersonal data have
been — and continues to be - questioned and daubitési has led to cases on privacy policy over irtgd issues such as
data ownership, involving public and private parstép organisations.

Despite being promised that Aadhaar covers allrggausks, it has encountered several controvergieluding a case in
the Supreme Court of India. Activists challengeteptial human rights violations found in the AadhBtamework.(5)It is

appalling to note that the Attorney General argdleat’ people have no ‘right to privacy.” This croadicts the

constitutional guarantee, “no person shall be degriof his life or personal liberty except accoglito the procedure
established by law”(6).

UIDAI openly admits on its website that the Aadhaatform allows “third-party developers to develdjgeb 2.0
applications. The UIDAI's policy and practice ofaaling ‘third-party developers who are private agjes’, to use and
leverage its infrastructure and data, raises questabout the privacy and confidentiality respotgivHowever, UIDAI
states that “biometric information will not be sbdrwith anyone, nor it will be displayed publicBxcept for purposes
specified by regulations” is giving some solace wdwer, the balance between ‘privacy and purposesifsgd’ looks
ambiguous, which leaves the government with thgehresponsibility to develop and adhere to strictégulations at
international standards.

INTERNET OF THINGS

The internet of things (IoT) is an evolving systefminterconnected objects, people or systems thatgss and react to
physical and virtual information. It aims to enhantser experience or the performance of devicesgstéms by way of
communication between humans, systems, and devibesloT market size in India is expected to grdva aate of 62%

CAGR and reach US$9 billion by 2020.(7)

It is imperative, that the communication betweerltiple devices, and huge data transfer among useysld result in
sharing personal information. This will raise camseabout privacy and data protection issues.

‘Machine to Machine’ (M2M ) environment enables al@eneration and content creation including macbamerated
data. This process raises the question related® toghts of newly generated content/data. This dehtel2M service
providers to adhere to strict privacy policies totpct the consumer data generated and collected.

In light of this, the government of India releasediraft ‘Internet of Things Policy’ in 2015, aimirtig evolve an loT
ecosystem and development of 10T products suitablehe Indian environment. National Telecom (NT)IICéhe
government body responsible for policy and reguiataspects related to M2M communication, releasetlational
Telecom M2M Roadmap in May 2015’.Subsequently, TR&A¢ased its consultation paper titled ‘SpectrRmaming and
QoS related requirements in Machine-to-Machine Comigations’ in October 2016, followed by its recoemdations on
this consultation paper on 5 September 2017.

The Justice BN Srikrishna committee submitted éfzort on the data protection law in July 2018 wfta following key
recommendations. (8)

Individual Consent: It makes individual consent the centerpiece ofadsharing, awards rights to users, imposes
obligations on data fiduciaries.
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Data Protection Authority: Setting up a Data Protection Authority (DPA),iadependent regulatory body responsible for
the enforcement and effective implementation of [, holding responsibility for, monitoring andfercement, legal
affairs, policy and standard-setting and reseanchaavareness, inquiry, grievance handling, anddaction.

Personal Data The processing of personal data by both publit arivate entities in India, where data is beingdjs
shared, disclosed, collected or otherwise processeds cyber monitoring and cyber codes. It is naipe= that the critical
that personal data of Indian citizens be proceasezbnters located within the country only. In dibdi, personal data
collected, used, shared, disclosed or otherwisegss®ed by companies incorporated under Indian ldwbes covered,
irrespective of where it is processed in India. ldoer, the data protection law may empower the @e@overnment to
exempt companies, which process the personal dfdaeign nationals and the companies not presehtdia.

Data Storage:The Bill lays out provisions on data storage, mgkt mandatory for a copy of personal data totbeesl in
India.

Appellate Tribunal: The Central Government shall establish an apjeltdiunal or grant powers to an existing appellate
tribunal to hear and dispose of any appeal agaimstrder of the DPA.

Penalties Penalties may be imposed for violations of theagaotection law. The penalties suggested arenalfyeof Rs.
15 crore or 4% of the total worldwide turnover ofyadata collection/processing entity, for violatipgvisions. Failure to
take prompt action on a data security breach daacaup to Rs. 5 crore or 2% of turnover as a pgna

The penalties paid by violating entities, in thése, will be deposited to a Data Protection Furtdchvwill, among other
purposes, finance the functioning of the Data Rtaia Authority.

The Bill lays out obligations for fiduciaries tosie no harm to the user, with transparency anarisgsafeguards;

For data processors not present in India, the Altapply to those carrying on business in Indieotiner activities such as
the profiling which could cause privacy harms teadarincipals in India.

Impact on allied laws: The report has also listeel impact of the proposed data protection framevaorlallied laws,
including the Aadhaar Act and the RTI Act, whiclqué&e or authorise processing for personal dataiféerent objectives.

Exceptions The state can process data without consent ofufer on ground of public welfare, law, and order,
emergencies where the individual is incapable ofigling consent, employment, and reasonable purpose

Concerns
Though the draft bill addresses various issuesuiagthe data ecosystem in India, it falls shortkey principles that are
at the core of a robust data protection framework.

The Bill proposes that personal data of individuzda be processed for the exercise of any funatidhe state. This can
be done without the consent of the individual agylas it is to provide a service or benefit to itdividual. This runs
directly counter to the articulation of informednsent as central to informational privacy in thdt&wamy judgment,
2017.

One key subject missing from the draft bill is tlieform of surveillance laws. There is very littegislative and judicial
oversight on surveillance activities carried oultridia.

As proposed by the Bill, requiring all businessestbre data within India, without any reform ofvaillance governance,
can pose even bigger privacy issues in the future.

ARTIFICIAL INTELLIGENCE
Artificial Intelligence and Robotics have emergedpawerful transformative technologies of this er@ating data-driven
solutions to solve everyday problems.

“Once considered a remote possibility reservedstience fiction, Al has advanced enough to appr@atdchnological
tipping point of generating ground-breaking effemtshumanity and is “likely to leave no stratunsotiety untouched”.
(See Lauren Goode, “Google CEO Sundar Pichai cogspthe impact of Al to electricity and fire” (9).

Therefore, it creates a necessity for the governmweconsider developing a business ecosystent#mteverage artificial
intelligence and robotics with proper ethical measuo avoid harmful impacts.
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The European Union ‘s guidelines (10) to develdycet applications of artificial intelligence are:

* Human safety and oversight

» Technical robustness and safety

» Privacy and data governance

e Transparency

« Diversity, non-discrimination, and fairness
e Environmental and societal well-being

e Accountability

Indian Government also must focus on the aboveefjuieks to implement laws for ethical use of Al.

Bernhard Debatin, an Ohio University professor dindctor of the Institute for Applied and ProfessbEthics (11), says,
a good privacy legislation in the age of Al, shoudude five components:

Al systems must be transparent.

An Al must have a “deeply rooted” right to the infwation it is collecting.
Consumers must be able to opt-out of the system.

The data collected and the purpose of the Al medinhited by design.
Data must be deleted upon consumer request.

agrwNRE

CYBER RESILENCE

A more agile approach to cybersecurity To ensuséitiformation assets are properly protected, seragile approach to
cybersecurity is required. As advocated by Hult 8héinesan, an effective cyber agility is essefiabrganizations to
quickly respond to and contain the devastatingcedfef cyberattacks (12)

An organization which deals with a wealth of easyatcess data with limited current cybersecuritytg&ms needs to
focus on security issues to mitigate cyber risksnowledge management and create cyber agilitpiirol cyber-attacks.
Knowledge management involves three stages: atiquisconversion, and application. Cyber agilityrisreasing the
firm’s ability to respond quickly by identifying pential cyber threats, detect and measure the érexyuand sophistication
in detecting imminent threats, and be proactivertdect information assets.

CONCLUSION

India is in the process of enhancing its capacity aompeting  in the international arena in déneas of Artificial
Intelligence, Internet of Things and Big Data Analy . Therefore, it cannot ignore the Data Priddacregime which
needs balance in all spheres of society, induatrgt,government contribution.

The following serve as guidelines for suggestiveadments to the Information Technology Act, andaftwolistic
approach to addressing privacy issues.

» Efficient Data Protection Law

e Active Cyber Protection Agency

« National Cyber Crime Intelligence and Task Force

e  State-level Cyber Policing System

e Technologically competent cyber system to implenpdysical and digital safeguards of Cyberworld
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Information Technology Act, 2000 — List of offences

65 Tampering with computer source documents

66 Hacking with computer system

66B Receiving stolen computer or communication cievi
66C Using password of another person

66D Cheating using computer resource

66E Publishing private images of others

66F Acts of cyberterrorism

67 Publishing information which is obscene in elecic form.
67A Publishing images containing sexual acts

67B Publishing child porn or predating childrenipal
67C Failure to maintain records

68 Failure/refusal to comply with orders

69 Failure/refusal to decrypt data

70 Securing access or attempting to secure aaeesprbtected system
71 Misrepresentation

Sourcehttps://en.wikipedia.org/wiki/Information_TechnolpdAct, 2000

The Information Technology Act, 2000 (also known a$TA-2000, or the IT Act) is an Act of the Indian Parliament
(No 21 of 2000) notified on 17 October 2000. It the primary law in India dealing with cybercrime and electronic
commerce. It is based on the UNCITRAL Model Law orinternational Commercial Arbitration recommended by
the General Assembly of United Nations by a resolittn dated 30 January 1997
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ABSTRACT

The purpose of this note is to provide variousdast information retrieval systems so that it Wil useful for reserchers
and faculty members, thus saving a lot of timaté@rdture survey. We also provide a good amountetdrence papers in
this note.

Key words: Information retrieval, Analysis, AssesemContent-based

1. INTRODUCTION

The increasing amount of data existing on the Washdreated novel and testing issues for the dateveey group. Owing

to the gigantic number of pages and connectionfingucan't be resorted to as a liberal lookingtstgy, even with the
help of subject index or arranged records (e.ghodd. Consequently, a capable question dependeaiegy for entrée

data is required. They are used by 85% of Web tslias the important device in for data seekersoRey components
right now prescribed by Leighton & Srivastava, Gord Pathak rely upon conventional IR models. Thesb indexes

are not sufficiently skill full to wrap all avail&bdata. Late works in Web IR has licensed thaehmk structures are to a
great degree. The primary IR frame-work executeitién1970's intended to work with a modest colectf content.

2. VIDEO RETRIEVAL SYSTEM

The video is a straight medium which comprisesraangement of frames that can be sensibly preagdhitgo shots. The
video is characterized by the flanking set of edigd&en by a solitary unremitting camera after stime. Shots can also
be grouped into legitimate or semantic units resigiescenes. Advantaged levels of abstraction caprbduced by

arranging the shots or scenes into a string ofatens like a storyline.

3. CONTENT BASED VIDEO RETRIEVAL SYSTEM

CBVR is considered as the use of picture recovéat, is, the issue of sharp for computerized reéogalin vast databases.
"Content-depend” implies that the pursuit invesggathe genuine substance of the video. The expre$Substance” in

this system may indicate hues, shapes and surflexas. the time when it doesn't have the capacitytestigate the video
content, investigation needs to rely upon pictufésred by some client. Content-depend Video ReatiCBVR) strategy

has all the earmarks of being an intrinsic cerreb(end) of Content-depend Image Retrieval (CBHineworks. By the

by, different variables must be focused on whildiziig recordings that are disregarded while ogersg pictures. The
ensuing four key procedures are involved in sultgtatepend in video ordering and recovery. Segmgmkie video into

element scenes is an essential stride during mhe $pent in video structure parsing. This videfsagmented into edges
with comparative visual stuffing. This is performieg sectioning the visual data encased in the valgbnes. A discourse

constituent that happens with them is hopelessetgroficient in grasping this objective. Video filand the table of
stuffing can be produced rely upon these angles.ekample, a bunching procedure yields differinguai classes or an
ordering structure by sorting groupings or shots.

4. SIGNIFICANCE OF SPORTS VIDEOS

A Sports video depicts a far-reaching combinatibgatherings of groups of onlookers and is ordigasommunicated for
an extended span of time. For a good number norisspwers and a few games fans, an unadventwndspacked
version seems more enticing than the full-lengtihesi For as far back as a decade, researchersttevagiobe have
productively focused on deciding convincing resgsndo mechanize the semantic investigation of gamdso

embodiment. Thus, different calculations and stmeg have assigned solid results for a few sports.

5. VIDEO AND AUDIO DENOISING

The approach is the single-finished or non-coriedatype, which uses strategies to reduce the nleigel officially
displayed in the source material - basically a Ipdak just clam or decrease framework. Video smy@ak frequently
polluted by noise during achievement and transamssReducing noise in video signals (or video dising) is
exceedingly alluring, as it can upgrade perceivathge quality, increase compression effectivenesspwrage
transmission bandwidth reduction, and enhance treectness of the probable subsequent processésasuéeature
extraction, object detection, motion tracking amattgrn classification.
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6. SHOT SEGMENTATION OF VIDEO AND KEYFRAME EXTRACTI ON

At the point when the ostensible unit of visualadistkept one time as a Video shot by a cameistdt show a guaranteed
activity or occasion. Shot discovery is connecteda essential stride of substance based videstiga&on with the goal
of catching the total visual substance suitably smdccomplish a whole handle of the video. A dgfiae objective of
video shot limit is recovering the element of vidpioture outlines. These are moreover utilized rtoorporate such
traditions. Subsequently, a master SBD algorithio ise furnished to handle trudging shot movesjruplittle attention to
their temperament (break down, blur, wipe and spwall beyond startling changes.

7. FEATURE EXTRACTION AND OPTIMIZATION

Optimization is the process of selecting the optismution for corresponding input. Some of the grapare related to
image retrieval using the optimization algorithmu Xhang et al. discussed the picture recovery dpaition with PSO
with r-choice and k-choice of Ecology. He demortslar/k PSO with positive and negative criticisrat$eto improve the
picture recovery by changing the weights in thatligf the client input. Button Chin Lai et al. denstrated the decrease of
a semantic crevice between abnormal state testaoemts and low level example elements to achiewexipected picture
by the Genetic Algorithm as an optimizer.

8. FEATURE-BASED VIDEO INDEXING

In some phase over the span of activity of indexends, an archive is separated into smaller comptsn for example,
areas, passages, sentences, phrases, words, lettgérsumerals. Consequently, signs can be buithese components.
Utilizing an indistinguishable plan, a video cakelvise be rotting into a chain of importance. Tikisndistinguishable to
the storyboards in filmmaking. Various video indeximethods are follows: Object-depend Video Indgxitethods,
Event-depend Video Indexing Methods. Event-basedédoviordering is a target to be familiar with theefesting event as
needs are from rough video track. The event caallbaround elements as the relationship betweerpthsentation of
things in span break that happens before or dfierother event. Order of occasion in diversion méiogs in view of
manual work and modified examination of visual paments. Here modernization, for instance, camenaarifying
process investigation, overall development appkafsantal range establishment withdrawal togetivth unmistakable
article acknowledgment Wu et al., and the area®{ose engraving) streams are made use of Bahagual. (2002).

9. CONCLUSIONS

Content-based video recovery is careful to be gradictable mission. The fundamental intentiorhathiack of this is the
measure of intra-class divergence where the imgjsishable semantic idea happens under differemditons like light,
appearance, and scene settings. For example, negeiidvolving a man riding a bike can have incetgicy as different
sizes, appearances, and camera movements.
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Blowing the Whistle on Data Breaches and Cybersecurity Flaws

Ms. Hamsa Mahendranathan
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With increasing dependence on technology, cyberdgduas emerged as a critical issue for customiesgstors, and
government regulators. Data breaches and othersstgity incidents can have devastating effect2018, the Council
of Economic Advisers estimated that malicious cybetivity cost the U.S. economy up to $109 billidollars in 2016
alone. (1)

Typically, the public only learns of such flaws amdlicious actions months or even years after dot Companies may
deliberately conceal known breaches or vulneradslifrom the public and their customers. Where camigs seek to hide
information, whistleblowers can play a criticaledh exposing cybersecurity flaws and data breaches

Under certain circumstances, a whistleblower caneaeceive an award for bringing timely informatiainout computer
hacks, data breaches, and software vulnerabilitieghe government. However, there is no single egehat regulates
cybersecurity. Instead, whistleblowers must nagigatcomplex web of overlapping laws to find theth#ace to bring
their information. An experienced whistlebloweroattey can provide critical guidance in that assesgm Below we
describe some of the key laws covering rewardsybersecurity whistleblowers in the United States.

Blowing the Whistle on Cybersecurity Failures in Geernment Contracts

The United States government imposes cyberseaedyirements on government contractors.(2) In 2€Heé Department
of Defense, General Services Administration, andSiAamended the Federal Acquisition Regulation t adew subpart
and contract clause on safeguarding informatiotesys containing federal contract information. Alsasgeline, FAR now
requires contractors and subcontractors to comgilly basic cybersecurity controls established inidvetl Institute of
Standards and Technology Special Publication 8a0-17

Other US federal contracts require more rigoroubecsecurity standards. The US Department of DefenSaR
supplement now requires certain defense contradtoneport cyber incidents within 72 hours of thdiscovery. In
addition, government contracts often impose furtremuirements for the protection of classified mifation or for
compliance with agency-specific information-seguréquirements.

A contractor’s failure to comply with cybersecuriglated contract terms can give rise to liabilityder the federal False
Claims Act, (3) which empowers whistleblowers tpaod fraud and misconduct in government contraots programs.
The FCA allows whistleblowers to bring a lawsuittbe government’s behalf and share in the govertimmetovery.

Successful whistleblower actions have been brougtdrding failures by information technology comiganto comply
with government standards, although no recovemg¢snyolve the cybersecurity standards specifically

* In April, 2019, IT suppliefortinet agreed to pay more th&500,000 (4)}o resolve an FCA case brought by a
whistleblower alleging that it routinely suppligdetgovernment with products made in China and tieertored
the products’ labels to make it appear that thepgl@d with the federal Trade Agreements Act. Im@mcing
the settlement, the government emphasized thast“eommitted to combatting procurement fraud aytabc risk
within U.S. Department of Defense programs.”

e In 2017, electronic health records (EHR) vené@linicalWorks agreed to pay155 million (5) to resolve
claims that it misrepresented the capabilities tef software to fraudulently obtain certificationquéred for
government payment. While not involving securitgrgtards, EHR fraud cases (6) demonstrate the gmeait’'s
interest in pursuing vendors for misrepresentirfgnsoe capabilities.

* In 2015, NetCracker Technology Corp,(7) which provided telecommunications network suppto the
Department of Defense, agreed to @&ii.4 million to settle claims that it used employees withowusty
clearances to perform contract work that it kneguieed clearances.

SEC Cybersecurity Regulation Can Support a Claim tahe SEC Whistleblower Program

The US Securities and Exchange Commission hasbalsome increasingly focused on cybersecurity, anidtlgblowers
that report cybersecurity incidents or vulneraigititto the SEC could be entitled to a reward utigeiISEC Whistleblower
Program (8). In 2018, the SEC published guidanckam public companies should disclose cyberseciniiglents and
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risks to investors. In the guidance, the SEC erplhithat companies face a wide range of cyber,rfst stolen access
credentials and phishing, to malware and distridhudenial-of-service attacks. Whatever their formbarattacks can
significantly harm companies by destroying assettgrfering with critical systems, or disclosingnsgive intellectual

property or consumer data.

Given these risks, the SEC advised public compéaniggomptly disclose all material cyber risks ancidents. The SEC
identified several factors companies should comsiden formulating disclosures:

e The severity and frequency of prior incidents

e The probability of occurrence and potential magihétof future incidents

« The adequacy and costs of preventative measures

* The aspects of the company’s business and opesatitat give rise to material cybersecurity risksl dhe
potential costs and consequences of such riskkjdimg industry-specific risks and third-party-slipp and
service-provider risks

e The potential for reputational harm

« Existing or pending laws and regulations relatimgybersecurity and their associated costs

» Litigation, investigation, and remediation costsasated with cybersecurity incidents

In explaining these factors, the SEC cautioned @nigs to avoid generic cybersecurity-related disclosure and
provide specific information that is useful to investors.” The SEC also noted that directors, officers, atiter corporate
insiders can violate the antifraud provisions af #ecurities laws if they trade on material nonjuiniformation about a
company’s cybersecurity risks and incidents.

Other entities regulated by the SEC are subjedbdastry-specific rules. For example, the SEC lsssieéd specialized
regulations and guidance for registered brokeredsainvestment companies, and investment adwssosmust safeguard
confidential investor records and information. hikse, the SEC promulgated specific rules to enhaheetechnology

infrastructure of entities directly supporting Uscurities markets, such as stock and optionsaexes and registered
clearing agencies.

Regulated entities that violate these rules maguisgect to SEC fines. For example:

* In 2018,Yahoo paid a$35 million SEC penalty (9) to settle charges that it mistet$tors by failing to disclose
one of the world’s largest data breaches in whiabkbrs stole personal data relating to hundredsilibns of
user accounts

* In 2016,Morgan Stanley Smith Barneypaid a$1 million SEC penalty (10) to settle charges that it fatied
adequately secure customer information.

The SEC whistleblower programncourages those with knowledge of violations yifersecurity laws and regulations to
share this information with the SEC. If the SECIlexts monetary sanctions of more than $1 milliofigie
whistleblowers can receive an award of betweenet®gmt and 30 percent of the amount collected éygtivernment.
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Get your TNA (Training Needs Analysis) done — Why?

Mr. M. K. Anand
Co-Founder & Strategic Business Advisor
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If your organization follows learning strategies i a random approach, you will never get the desifiROl.

This article deals with a systematic and structuapgdroach to save time, energy and investmentanLiD space to
produce deterministic growth for your business.

A mid-cap or an MSME organization generally looksteir learning curve connected with crisis sc@safRe-active)
rather than a planned (Pro-active) approach dwarious practical reasons.

To cite an example,
- When the overall performance is down,
- When your Client acquisition is poor and salgsifes drop,
- When you see manpower attrition is increasin¢dyning,

You might come to an immediate conclusion thatieeseek support from soft skill trainers to motvpeople, send people
for Outbound training programs, hire a consultaraddress the crisis situation.

They don't carry a magic wan turn around your crisis situation instantly. eBvan Instant coffee like BRU brand
requires months of preparation at the factory leeforeaches out to the outlet to serve the custeme

Do you think that this strategy of instant approtkrain employees ever worked except for some erdary satisfaction
both for HR and management?

Does it really impacts your business positively addressed the need for which this decision istake
Do you believe that randomized training programer &veated the desired outcome?
CFO'’s and teams know it better!

Though it can create a visible surge that happerise minds of people and in the organization, r@&séy, it is related to
Feel-Good-Factor (FGF) for employees. It actualbes not get transpired to expected business RGI g term
strategyHence the trainers in the training industry haveittown challenges to convince the client to attadlir repeated
programs which is a different subject altogether.

Let's look at Why?

Industry leaders in the business world both in dstineand international brands operate with mod#iepries and
principles and just not DATA (you may be surpri¢ed a completely new dimension can be providedeguest as this is
another huge topic to be explored!) alone befoeg tmplement any newly defined process.

There is a valid reason for every decision they takconstruct their businesses. Every decisidgakisn with proven tools
and techniques and best of the brains work rouactkbck to launch it prudently. If they don't adaehe policy and the
wrong corporate governance can even destroy thelbogalty and the whole business will come toiading halt at some
point in time.

Never assume that just because the business igngratwcannot stop performing, it is growing may thee to external
conditions and environment too with due respetihéosuccess principles that the organization falow

However, thePredictability and Deterministic approach can help the entrepreneur and C-Suitlededo be assured of
their decision with data and models to prove thegret later that we should have done it. The bssirslould have or
could have or must have done are the analysisraih@takes in the past after the event has happened

Enterprises and brands like ICICI Bank or HDFC Bankake Domino Pizza or McDonald's for an examptmok at the
way, how they on-board their employees and custsmmed take them through the voyage of organizatqerience until
they exit from the particular transaction or ralaship.
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The robust systems and processes are well definddnallions of employees and customers around tleldvare

experiencing a day in and day out with high stadslaand uniformity in experiencing the highest gyadit work and

business. When the process gets involved, trainéegmes part of the process and not an ad hoc aayiere the role of
PMS plays a vital aspect. (PMS denotes redormance Management System).

PERFORMANCE
REPEAT | —r \ MANAGEMENT

MEASH

r A
EWUﬂW"“FI {iHFEﬂUE!

The higher-level engagement or brainstorming sessidways been to look at the Problem statemeatiegfically instead
of gate crashing to address the operational issuesrficially and create some visibility of haviagcomplished something
which has no rationale behind.

Short circuit leaders do often this and they hop organization to another organization and sewangdnizations have
failed by looking at their articulation and managsrnjargon superficially and place them at highesifions in the
organization with FAT CTC.

Unfortunately, the Promoter (a technopreneur) riganization succumbs to bad experience of wrong &ivd pay huge
price for their decision later. This is also oneté reasons why they are unable to sign up witnex well-oiled
Consulting Companies who put forth their strategiaisdidly to bring the transformation in the busseBut once bitten;
twice shy approach (not many can bounce back wagthective actions) defers the management decisitrbp the time
business takes a whole new shape either way. Fhihard fact reality in the industry.

Here the key aspect to employee and customer experiis based on how well the employees are fasted to handle
the well-defined process established by the orgdioiz.

Here the truth of TNA — Training Need Analysis play a pivotal role which is the core topic of this aicle. However,
to connect dots are paramount important to logicaly conclude the importance of TNA.

Financial Perspective
[How diovowe look
toonir shareholdersT)

Customer Perspective Vision and II;'Iternal ::rspect_ive
s Strategy foress Pinipesiiv
! at st we exced att]

Learning and
Growth Perspective

(Hizee can wea continuwe to improwe?)
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What is the way forward?

After viewing the above image of the PMS cycle,ké®ese questions in mind and read on.
1. What is your business vision and strategy whichneots dots like Learning and Growth Perspectivec€ss

Robustness both internal and external, Customisfaetion/perspective and ROl i.e. Financial Pectpe?

2. Are your employees empowered with the Business éBmo@nd Life Cycle of your Business and Client on
boarding?

3. Do you have standard SOPs for each function andsRwid Responsibilities for employees?

4. Do you have a scientific way to measure why cerfaiscesses or departments and people fail to aehieair
targets?

5. What is your typical approach to fixing the issue?

- = required to meet the business objectives?
What skills does the organisation

need to have in the future?

Training Needs
Analysis

What courses are avallable to

close training gaps?

If your business objective is not clearly articathto employees, each one will work as they peecaid feel right rather
than how should they perceive it and align withdbgective of the organization and promotdisA here is, Training on
Induction.

Jobs and position-wise metrics are the vital paranters to identify the TNA prudently.

If your teams are unaware of the business life ecyol be followed,TNA here is Training on Functional Training
Program

If your team members work out of scope and randeponting and lot of confusion in the system whidfeets your
productivity and customer dissatisfactidiA here is, Training on Process like dept. SOPs anindividual R&R.

If your team does not adhere to the Customer Petigpdife cycle and process to be followddA here is Training on
Market expectations from our Employees who are onhe field both sales and service.

Training Need Analysis (TNA) comprises just not &gbural or soft skills, technical skills or funatial skills but it is 360
Degree approach to cover the depth of the neediatjgvith the vision of the organization. The titeetime validations,
course corrections to the yearly and quarterlygreréince of the teams involved. This requires am®d and matured set
of professionals to help HR and carve out the Liegrrand Development. Establishing L&D is the haltkhaf this
exercise.

Special Note:Competency mapping is one of the major criteri@egonell structured. This is connected to the eptint
of getting Mr.Right at the recruitment level.

| am confident that entrepreneurs and c-suite lsad#R heads and start-up ventures can seriougkyifdo the “Strategic
Intent” of this article and explore for a Pro-aetiVNA model with best practices to grow your entitgre predictable and
deterministic in nature.

Best Wishes for all your endeavours in the comiegry. Stay connected.

Images Source: Google Search
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Holistic Digital Empowerment
for Unleashing Human Excellence

Mr. Lakshman Pillai
Chief Architect, Smipio
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In the mid 90s, Ray Lane, COO of Oracle, said “Tie&t 5 years we will see more changes than theblastears.” The
digital transformation we went through during thstl15 years is mind blowing. Great inventors haanasformed smart
toys into intelligent robots that speak, listen]kyéook and perform like human beings. Financredtitutions have evolved
from small money lending outlets to smart bankintegprises. Digital transformation in retail hayenged the way we
decide and buy. Driverless cars, driverless tractbat performs ploughing, cultivation and harvegtivere beyond our
imagination. But, not anymore. Through holisticorations we can empathetically understand the ptgsens and create
the future wonders.

The greatest achievement in the 21st century figheé ability to divert human minds from digitakttaction. Diverting

human minds with a sense of purpose, imbibing hutymaand digitally empowering human minds will dedithe success
in the future. Let me elucidate on the possibsitspecific to unleashing human excellence by ergatvolution at work,

education institutions and in individual thoughtsl actions.

The New Age Challenges

Unfortunately, poverty still exists in the 2tentury. Pollution, unhealthy food, infertile sallecaying of environment,
digital dopamine, and unhappy workforce lead to enpsychological and physiological sickness. Edocagot stuck in
the 19" century factory moulding model. Workplace compiiesi lead to more suffering and employee disengagem

High level of disengagement at workplace and ctassr ruins competence building effort and work perfance.

Presently, the regimented and disempowered leaimigwork environment bring stress. Outdated antbfg-model of
education lead to high unemployability and undedempent. Underemployment is more painful than unieypent.

Blind learning without sense of purpose and lackhofistic self-directed learning undermines theetmpotential of
individuals. Disintegrated and complex workplacagices result in rigidity, stagnation and unhappgperience for both
employees and customers.

The biggest challenge in this era of digital infatian age is not lack of information but too mugtformation.
Information overload distracts knowledge workerd @nains their energy as they spend more time Bi@y¢hrough the
mountain of information. John Naisbitt said, “We arowning in information but starved for knowledge

An extraordinary ecosystem is vital for enablingledge workers to peacefully sleep, joyfully gptftom bed without
an alarm, enthusiastically learn, and passionadelytheir duty every day. Knowledge workers neechadurally and
subconsciously perform their role like honeybeessipollinating, birds dispersing seeds, and wik@ring through the
rivers.

Skill, soil and soul are the three interlockedgyil of social and national development. Skill depaient is not just about
developing technological competence but about naguhumanity. Humanizing workplace and educatiam cinleash
human excellence to help deliver the best perfoomamaturally without pain. Digital technology plagsvital role in
unleashing human excellence by making learningvemding wise and scalable. This article elucidaiasvhy, how and
what it takes to drive holistic digital empowermédot creating an outstanding ecosystem for thoudfigtiearning and
working together.

Convergence of Brilliance

Charles R. Swindoll said, “The secret of livingife lof excellence is merely a matter of thinkingulyhts of excellence.
Really, it's a matter of programming our minds witte kind of information that will set us free.” Becratizing

knowledge and education can transform society e and work at their optimum level. Digital transhation can

democratize knowledge, democratize education antbdetize innovation. This technological transfotiora of bringing

right knowledge to right people at the right timencredefine talent management, idea managememwiak and

customer interaction.

Future of education, future of work and future afent is all about holistic thinking, agility, sinlgrity, autonomy and
working in harmony with collective brilliance indtentire ecosystem. Unlocking the unique potenfiaidividuals as well
as the collective minds is going to be the basicessity to succeed and lead in the future of rabtitin and rapid
advancements.
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Atomistic thinking prevents us from solving intesrmected problems meaningfully and completely. Wedna holistic
approach to digitally transform and converge thiliqomce of industries, institutions, and individsgo unlock the true
potential of human beings. Great human potentiakrgimed by holistic education, high performance kptace, digital
empowerment, and enriched environment is the faimwaf sensible progress. Knowledge empowermemteped by
digital technologies can change the way we thiekyn and perform to deliver excellence. It will rwhuman minds
towards becoming mindful and making their existemeaningful and sensible.

Nation with high level of human development indemovation capability, quality education and entegqeurial thinking
can remain or become a developed nation. Achiesirody greatness is possible only through holistigalitransformation.
Therefore, it is necessary to embark on the joutakiyng industries, institutions and individualstih@ next orbit.

About Digital Transformation
Data Democratization

Making knowledge seekers to learn effectively armbilg and making
knowledge workers to perform wisely are all abootpewering them with
right insight. Technological empowerment can enalnisightful decision
making, aspiration, and working to perform at tiptirnal level. Therefore, the
knowledge must easily flow through the organizatiorensure that everyone
gets right knowledge to perform their daily functieell.

Digitizing information, learning content and dat& aital to make this instant
access to relevant knowledge a reality. Digitaitrats necessary to ensure that
knowledge workers and seekers are empowered witht tiechnology to
productively navigate through the knowledge.

Imagine the power of poorest of the poor persaénremotest of the remote village having accesbdareat lectures of
MIT, Stanford, IIT professors and industry expeBlemocratization of education will transform botsols and colleges.
Regimented education, rigid blackboard driven ctam®s, and shallow assessment of theoretical krigeleare the
designs of the factory era of the 19th century.hia is going to block individuals from accessirtte tworld of
knowledge. No one can narrow the learning of anyone

Insightful Integration

Digitization and digitalization are not enough. Bithing needs to converge.
Therefore, it is important to identify all the cooments of the system and to
understand the interworking of these componentsh tiis understanding, we
need to design the holistic system to integrate@ihponents, connect related

knowledge and facilitate not just smooth flow ofokrledge but also drive
E holistic learning.

Digital transformation is all about unification asinplification for operational
efficiency and excellence. Think of the disruptiorade by Uber and OLA
through digital empowerment. They beautifully cocteel drivers, vehicles,
maps, and passengers. Passengers have all thatdlatar fingertips to decide wisely. They also Wnahere the taxi is,
how long it will take to pick them up, and whictute the driver is going to take.

It brings highest level of comfort and safety tegengers. There is a high level of transparentlyarpricing. Imagine the
power of individuals with right insight and world experts at fingertips to help them look at vasi@areer options and
confidently decide. Imagine a simplified technolatisecting individuals with personalized learningprand wise planner.

Gainful Globalization

Digital transformation is the launch pad for takifgisiness enterprises,
knowledge and talents to the entire globe. Indiglduneed not limit them and
their businesses to a small geographical territory.

Virtual collaboration, digital library, online shepinternet banking, Direct To
Home (DTH) entertainment, virtual universities asa on are redefining our
living. This mind-blowing new design is bringing egit disruption in all
sectors.
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Imagine what wonders digitally powered holistic eglion can do to the learners and career aspiriiotls, the entire

world is the classroom. Digital empowerment canphielarners drive their learning beyond imaginati®eople can

globalize their expertise and businesses with €Hse.barriers can be easy broken. One can trandbeniimitations to

jump into the world of opportunities to perform. émledge of the experts can be traded across the glxperts need not
limit their teaching to a tiny classroom.

Inspirational Innovation

Frog in a well cannot see much. Eagle born anddiroup in a place full of

chickens will live and die as chickens do. Narrtwnking and boxed thoughts
undermine individuals’ cognitive ability. While digl transformation enhances
the reach for all, it also makes competition ex&niough. Competitors are
not limited to a particular geography. Anyone framywhere in the world can
create wonders and reach out through digital empoenet.

Someone from Mongolia can create a virtual libratyey can build Apps and
market them to the whole world. Language does raiten Digitally innovate
or perish. Technology and execution power will miékeasier to setup online
shops even in places like Somalia or Nigeria.

Be humble, be simple and be nimble. Agility is ttvely way an organization, institution and individkiaan exist
meaningfully. Longevity of any organizations wik Ishortened if they do not take reinvention sefjous

Transformational Technology

Incremental technology and mediocre solutions caaroite anyone anymore.
What matters is transformational disruption. Givargoption to download the
PDF version of the school and college books isdigital transformation. It is
about fixing a motor in a horse carriage and cglltra car. Can we compare it
with autonomous cars and intelligent BMWs?

Radical change is vital to make prospects acrasglttbe to use your products
and services. Imagine how the aggregation busiadisefood delivery, show
booking, travel booking, hotel booking, and shopsehshaken the traditional
businesses. Copy and paste will not work. Anyoné tiie intention of getting
into this sector now, need radical ideas and toansdtional technologies.

Authentic Abundance

|-|-|-|—| One of the greatest advantages of digital transition should be creating
. abundance of quality in everything. Virtual univgrsshould be able to scale
up to millions of students. Virtual collaboratiomrc connect thousands of

experts across the globe to ignite great thoughts.

mé

= Digital empowerment can break the bureaucratic lesrd monopolistic

business, and other limitations blocking someonenfgetting what they want
and genuinely deserve.

Lean Leadership

Agility and lean thinking have become an uncompsabie quality of

progressive organizations. Creating learning omgitn is necessary for
driving continuous improvement, operational effiaig and organizational
excellence. Virtual office is going to be the figurThink of those large
enterprises operating from few big campuses makweyyone spend 7% of
their time just for traveling. This unnecessariyg travel has many negative
impacts. It is environmentally destructive; worlderget tired and ultimately

I result in low quality and productivity.

Back-to-back meeting culture need to change. ldsteghnology is necessary
to connect the concerned people to interact, skaosvledge, ask for help and collectively work todsrdelivering
excellence at work. Technology can do most of whahagers do every day. Managers can be turnedeatters and
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change agents. The concept of self-governancepifeprautonomy, self-transformation, self-directedrfprmance
management will eliminate the need for unnecessadyunproductive supervision from the top.

Conclusion

Digital transformation is not just about technolodfyis more about cultural change, resetting ofrétive rigidity and
letting go of the individual domination. Digital @mwerment is all about harnessing the collectivevgro Without this
shift in the thinking, implementing mediocre oridiegrated software will make organizations craastdl into massive
disaster. So much of content available on publimaia on both personal and organizational changeagement.

Digital distractions can ruin individual's produdgty and knowledge when digital transformation & driven by sense of
purpose and shared vision. Take the empowermekinafledge workers and knowledge seekers seriobstyide them

the right gadget and tools to help them become wieat want to become and to help them perform howegxpect them
to perform.

Castles are not built overnight and they are louikt brick at a time. Thousand-mile journey staiith the first small step.
Create the right roadmap and move one step ate@ Wigital empowerment enables workplace, educasogcial and
personal excellence. Faculties deserve happy ti@in of learning, students deserve joyful andsi®e learning,
workforce deserve happy working, and customersrdesgreat experience. Digital and knowledge empoveert driven
by system thinking make transformational learning working a possibility.
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iToons Sunil Agarwal & Ajit Ninan

We're not buying a car.
He might need the garage
for a startup
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