


As we enter the era of software defined vehicles with increasing complexity of vehicle functions driven by E/E

hardware, safety has become even more important than ever before. The extent of integration in vehicles spanning

across infotainment systems, driver assistance and autonomy systems, vehicle dynamics, battery management, has

progressed manifold compared to previous generations. The more the complexity greater are the risks involved in

failure of any of these subsystems. Different aspects of safety that are pertinent to these newer systems, the

standards that cater to it and common practices that OEMs look to consider when creating safer systems of such

kind, will be primary focus of this presentation.

Preface



Dictionary meaning of Safety:
the condition of being protected from or unlikely to cause danger, risk, or injury.protected from unlikely to cause danger, risk, or injury

protected from

unlikely to cause

danger, risk, or injury

Detecting faults and transitioning to safe state 

Tolerance to faults and being more available

Hazards that could lead to harm

Safety is of utmost importance in the automotive industry for OEMs, its Tier1 and Tier2 suppliers and its end customers!

Let’s define Safety!



What are the various safety critical systems in automotive?

Example EV Safety Critical Subsystems



Some common terminologies

fault
abnormal condition that can cause an element or an item to fail

failure
termination of an intended behavior of an element or an item due to a fault manifestation

hazard
potential source of harm caused by malfunctioning behavior of the item

harm
physical injury or damage to the health of persons

hazardous event
combination of a hazard and an operational situation

functional insufficiency
insufficiency of specification or performance insufficiency

triggering condition
specific condition of a scenario that serves as an initiator for a subsequent system reaction contributing to either a
hazardous behavior or an inability to prevent or detect and mitigate a reasonably foreseeable indirect misuse



Source of 
hazard

Cause of hazardous events Within scope of

System

E/E system faults ISO 26262 series
Functional insufficiencies ISO 21448

Incorrect and inadequate Human-Machine Interface (HMI) design 
(inappropriate user situational awareness, e.g., user confusion, user overload, 
user inattentiveness)

ISO 21448

Functional insufficiencies of artificial intelligence-based algorithms ISO 21448
System technologies Specific standards

External 
factor

Reasonably foreseeable misuse by the user or by other road participants ISO 26262 series
ISO 21448

Attack exploiting vehicle security vulnerabilities ISO/SAE 21434

Impact from active infrastructure and/or vehicle to vehicle communication, and 
external systems

ISO 21448
ISO 20077; ISO 26262 series, IEC 61508 
series

Impact from vehicle surroundings (e.g., other users, passive infrastructure, 
weather, electromagnetic interference)

ISO 21448
The ISO 26262 series
ISO 7637-2, ISO 7537-3
ISO 11452-2, ISO 11452-4, ISO 10605 and 
other relevant standards

Functional Safety

Safety-Of-The-Intended-Function

Cybersecurity

Standards that cater to Safety



Automotive 
Safety

Functional Safety
Safety of the intended 

function (SOTIF)
Cybersecurity Availability

• It is the absence of 
unreasonable risk due 
to hazards caused by 
malfunctioning 
behavior of E/E systems

• Risk is minimized by 
avoiding systematic 
faults and controlling 
random hardware 
faults

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO26262 series of 
standards provides 
requirements to 
address functional 
safety in E/E systems

• It is the absence of unreasonable 
risk due to hazards resulting from 
functional insufficiencies of the 
intended functionality or its 
implementation

• Risk is minimized by 
avoiding systematic 
faults due to functional 
insufficiencies

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21448 standard 
provides requirements to 
address SOTIF in E/E 
systems

• It is the condition in which 
assets are sufficiently protected 
against threat scenarios to items
of road vehicles, their functions 
and their E/E components

• Risk is minimized by 
adopting defense-in-
depth approach for the 
various assets

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21434 standard 
provides requirements to 
address Cybersecurity in 
E/E systems

• It is the capability of a 
product to provide a stated 
function if demanded, 
under given conditions 
over its defined lifetime

• Availability is 
maximized on the 
occurrence of faults by 
using maturation and 
recovery methods

• It applies to all E/E 
hardware and software that 
runs on it in the vehicle e.g., 
ECUs, components, battery, 
power supplies, etc.

• There isn’t any standard 
today that addresses 
requirements for 
availability and is hence 
left to be defined by the 
system integrators



Functional Safety

ISO26262 based development processes

• Safety analyses are performed at various levels, i.e., vehicle
level, item level, system level to derive hardware and software
requirements

• Hazard and Risk Analysis (HARA) determines Automotive Safety
Integrity Levels (ASIL) for the various safety goals

• DFMEA (Design Failure Modes and Effects Analysis) is performed
at regular intervals at all levels to determine failure modes and
its effects on the safety goals

• The above analyses then facilitates the FMEDA (Failure Modes,
Effects and Diagnostic Analysis), FTA (Fault tree analysis) and DFA
(Dependent Failure Analysis) analyses to architect the safety
mechanisms and provide safety requirements at the hardware
and software level



Functional Safety

• Once the safety mechanisms are implemented, they go through
verification at various levels, including software, hardware, system,
item and vehicle levels

• The quantitative metrics that need to be met for differing ASIL
requirements (as shown below) need to be verified as well

• The mission profile has an important influence on the quantitative
metrics as well and must accurately chosen



Automotive 
Safety

Functional Safety
Safety of the intended 

function (SOTIF)
Cybersecurity Availability

• It is the absence of 
unreasonable risk due 
to hazards caused by 
malfunctioning 
behavior of E/E systems

• Risk is minimized by 
avoiding systematic 
faults and controlling 
random hardware 
faults

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO26262 series of 
standards provides 
requirements to 
address functional 
safety in E/E systems

• It is the absence of unreasonable 
risk due to hazards resulting from 
functional insufficiencies of the 
intended functionality or its 
implementation

• Risk is minimized by 
avoiding systematic 
faults due to functional 
insufficiencies

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21448 standard 
provides requirements to 
address SOTIF in E/E 
systems

• It is the condition in which 
assets are sufficiently protected 
against threat scenarios to items
of road vehicles, their functions 
and their E/E components

• Risk is minimized by 
adopting defense-in-
depth approach for the 
various assets

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21434 standard 
provides requirements to 
address Cybersecurity in 
E/E systems

• It is the capability of a 
product to provide a stated 
function if demanded, 
under given conditions 
over its defined lifetime

• Availability is 
maximized on the 
occurrence of faults by 
using maturation and 
recovery methods

• It applies to all E/E 
hardware and software that 
runs on it in the vehicle e.g., 
ECUs, components, battery, 
power supplies, etc.

• There isn’t any standard 
today that addresses 
requirements for 
availability and is hence 
left to be defined by the 
system integrators



Safety of the intended 
function (SOTIF)

ISO21448 based development processes

• Safety critical systems at all levels could be
modeled to have several scenarios which could
either be known or unknown, each of which
can either be hazardous or non-hazardous at
the vehicle level

• Extensive analyses (e.g., STPA – System
Theoretic Process Analysis) could be performed
to help determine as many known hazardous
scenarios as possible

• The hazardous scenarios could then be
evaluated for functional insufficiencies and
triggering conditions that can drive functional
requirements at all levels to help avoid the
scenario

Goals



Safety of the intended 
function (SOTIF)

ISO21448 based development processes

• The hazardous scenarios for which the existing
system response to triggering conditions is
acceptable should then go through extensive
verification and validation to ensure robustness

• The verification and validation strategy would
then factor in evaluation of the known and
unknown scenarios to determine whether the
risk is acceptable

• If the resulting risk is high, additional functional
requirements are derived to avoid the scenario
at all levels



Automotive 
Safety

Functional Safety
Safety of the intended 

function (SOTIF)
Cybersecurity Availability

• It is the absence of 
unreasonable risk due 
to hazards caused by 
malfunctioning 
behavior of E/E systems

• Risk is minimized by 
avoiding systematic 
faults and controlling 
random hardware 
faults

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO26262 series of 
standards provides 
requirements to 
address functional 
safety in E/E systems

• It is the absence of unreasonable 
risk due to hazards resulting from 
functional insufficiencies of the 
intended functionality or its 
implementation

• Risk is minimized by 
avoiding systematic 
faults due to functional 
insufficiencies

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21448 standard 
provides requirements to 
address SOTIF in E/E 
systems

• It is the condition in which 
assets are sufficiently protected 
against threat scenarios to items
of road vehicles, their functions 
and their E/E components

• Risk is minimized by 
adopting defense-in-
depth approach for the 
various assets

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21434 standard 
provides requirements to 
address Cybersecurity in 
E/E systems

• It is the capability of a 
product to provide a stated 
function if demanded, 
under given conditions 
over its defined lifetime

• Availability is 
maximized on the 
occurrence of faults by 
using maturation and 
recovery methods

• It applies to all E/E 
hardware and software that 
runs on it in the vehicle e.g., 
ECUs, components, battery, 
power supplies, etc.

• There isn’t any standard 
today that addresses 
requirements for 
availability and is hence 
left to be defined by the 
system integrators



Cybersecurity

ISO21434 based development processes

• Security analyses are performed at various levels, i.e.,
vehicle level, item level, system level to derive hardware
and software requirements

• Threat Analysis and Risk Assessment (TARA) determines
Cybersecurity Assurance Levels (CAL) for the various
cybersecurity goals

• Vulnerability analyses is performed at regular intervals all
levels to determine weaknesses and its effects on the
cybersecurity goals

• The above analyses then help define the cybersecurity
architecture to provide cybersecurity requirements at the
hardware and software level

• Once the cybersecurity are implemented, they go
through verification at various levels, including software,
hardware, system, item and vehicle levels



Automotive 
Safety

Functional Safety
Safety of the intended 

function (SOTIF)
Cybersecurity Availability

• It is the absence of 
unreasonable risk due 
to hazards caused by 
malfunctioning 
behavior of E/E systems

• Risk is minimized by 
avoiding systematic 
faults and controlling 
random hardware 
faults

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO26262 series of 
standards provides 
requirements to 
address functional 
safety in E/E systems

• It is the absence of unreasonable 
risk due to hazards resulting from 
functional insufficiencies of the 
intended functionality or its 
implementation

• Risk is minimized by 
avoiding systematic 
faults due to functional 
insufficiencies

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21448 standard 
provides requirements to 
address SOTIF in E/E 
systems

• It is the condition in which 
assets are sufficiently protected 
against threat scenarios to items
of road vehicles, their functions 
and their E/E components

• Risk is minimized by 
adopting defense-in-
depth approach for the 
various assets

• It applies to all E/E 
hardware and software 
that runs on it in the 
vehicle e.g., ECUs, 
components, battery, 
power supplies, etc.

• The ISO21434 standard 
provides requirements to 
address Cybersecurity in 
E/E systems

• It is the capability of a 
product to provide a stated 
function if demanded, 
under given conditions 
over its defined lifetime

• Availability is 
maximized on the 
occurrence of faults by 
using maturation and 
recovery methods

• It applies to all E/E 
hardware and software that 
runs on it in the vehicle e.g., 
ECUs, components, battery, 
power supplies, etc.

• There isn’t any standard 
today that addresses 
requirements for 
availability and is hence 
left to be defined by the 
system integrators



Availability

ISO26262 concepts

• Diagnostic Test Time Interval (DTTI): It is the frequency at
which safety mechanisms are run to detect single point faults
in the safety related functions

• Fault Tolerant Time Interval (FTTI): It is the minimum time-
span from the occurrence of a fault in an item to a possible
occurrence of a hazardous event, if the safety mechanisms
are not activated

• Fault Detection Time Interval (FDTI): It is the time-span from
the occurrence of a fault to its detection

• Fault Reaction Time Interval (FRTI): It is the time-span from
the detection of a fault to reaching a safe state

• Fault Handling Time Interval (FHTI): It is the sum of fault
detection time interval and the fault reaction time interval

• For all detected faults, FHTI should be less than FTTI



Availability

ISO26262 concepts

• Fault maturation: It is the process to determine if the 
fault is intermittent and goes away without affecting 
the safety goal of the system

• Fault recovery: It is the process to recover from a 
fault without violation of the system safety goal

FDTI = n x DTTI (n is driven by the Fault 
maturation time) + Fault reporting time

FRTI = Fault recovery time OR Safe state 
transition time

Options to increase availability



Conclusions

• Ensuring Automotive Safety with continuous technological advancements in vehicle 
technology will continue to be a challenge to deal with

• The pace of evolution of various standards to align on unified approaches to handle 
different aspects of safety is key to having most cars to be safe on the road

• Concerted efforts from component providers, system integrators and product creators 
to adopt these standards in the best way possible is essential

• Collaboration among them to establish newer standardized approaches to safety is 
critical as well




